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Preface

Preface

About this User's Guide

This user's guide is written for system integrators, IT professionals, and
knowledgeable end-users who intend to configure the IPMI settings supported by the
Nuvoton WPCM450/ASpeed AST2400 BMC Controller embedded in Supermicro's
motherboards. It provides detailed information on how to configure the IPMI settings
supported by the WPCM450/AST2400 controller.

“ Note: Nuvoton Technology is a subsidiary of Winbond Corp.

User's Guide Organization
Chapter 1 provides an overview on the Nuvoton WPCM450/ASpeed AST2400
controller. It also introduces the features and the functionality of IPMI.

Chapter 2 provides detailed instructions on how to configure the IPMI settings
supported by the WPCM450/AST2400 controller.

Chapter 3 provides the answers to frequently asked questions.

Conventions Used in This User's Guide

Pay special attention to the following symbols for proper IPMI configuration.

Warning: Important information given to avoid IPMI configuration errors.

7 Note: Additional information given to ensure correct IPMI configuration
' setup.
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Address: Super Micro Computer B.V.
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Asia-Pacific

Address: Super Micro Computer, Inc.
3F, No. 150, Jian 1st Rd.
Zhonghe Dist., New Taipei City 235
Taiwan (R.O.C)

Tel: +886-(2) 8226-3990

Fax: +886-(2) 8226-3992

Email: support@supermicro.com.tw

Website: www.supermicro.com.tw
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Chapter 1: Introduction

Chapter 1

Introduction

1.1 Overview of the Nuvoton WPCM 450/ASpeed AST
2400 BMC Controller

The Nuvoton WPCM450/ASpeed AST 2400 Baseboard Management Controller
(BMC) supports PCl-based 2D/VGA Graphics cores via PCl interfaces, multimedia
virtualization, and Keyboard/Video/Mouse Redirection (KVMR). The WPCM450/
AST2400 controller is ideal for networking management.

The WPCM450/AST2400 interfaces with the host system via PCI connections to
communicate with the graphics core. It supports USB 2.0 and 3.0 for remote KVM
emulation. It also provides LPC interface support to control Super 10 functions. The
BMC is connected to the network via an external Ethernet PHY module or shared
NCSI connections.

The WPCM450/AST2400 communicates with onboard components via the SMBus
interface, PECI (Platform Environment Control Interface) buses, and General Pur-
pose /O ports.

WPCM450/AST2400 DDR2/DDR3 Memory Interface

The WPCM450/AST2400 controller supports DDR2/DDR3 memory with a speed of
up to 220 MHz. The motherboard supports 128 MB of memory which is shared be-
tween the BMC and onboard graphics card. For best signal integrity, the WPCM450/
AST2400 provides point-to-point connections.

WPCM450/AST2400 PCI System Interface

The WPCM450/AST2400 provides a 32-bit, 33 MHz 3.3V PCI interface, which is
compliant with PCI Local Bus Specification Rev. 3.0. The PCI system interface con-
nects to the onboard PCI Bridge and is used by the graphics controller.

1-1
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WPCM450 Block Diagram

The following diagram represents a typical system setup for the WPCM450 con-

troller.
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1.2

o o M w0 N

10.
1.
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13.
14.
15.
16.
17.
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22.
23.
24.
25.
26.
27.
28.
29.

Supermicro IPMI Features

Basic hardware information

Remote KVM (graphics) console

Virtual media and ISO images

Remote server power control

Remote Serial Over LAN (text console)

Event log support

Automatic notification and alerts (SNMP and email)
Hardware monitoring

Monitoring of multiple nodes

Overall health display on the main page

Out-of-band management through shared or dedicated LAN
Option to change LAN connection interface at runtime
VLAN

RMCP/RMCP+ protocols supported

SMASH/CLP

Secure command line interface (SSH) and Telnet
WSMAN and WS-CIM

RADIUS authentication support

Secure browser interface (SSL support)

Lightweight Directory Access Protocol (LDAP) support
DCMI 1.0 support

Backup and restoration of the configuration file
Factory defaults from web support

Video quality settings

Record video and play

Server data/information

Preview of the remote screen on the main page
Firmware updates through browser and OS

OS-independent
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1.3

Introduction to the IPMI Platform

The Intelligent Platform Management Interface (IPMI) provides remote access to
multiple users at different locations for networking. It also allows a system admin-
istrator to monitor system health and manage computer events remotely.

IPMI operates independently from the operating system. When used with an IPMI
Management utility installed on the motherboard, the WPCM450/AST2400 BMC
Controller will connect the South Bridge to other onboard components, providing
remote network interface via serial links. With the WPCM450/AST2400 controller
and the IPMI firmware built in, the Supermicro motherboard allows the user to ac-
cess, monitor, diagnose, and manage a remote server via Console Redirection. It
also provides remote access to multiple users from different locations for system
maintenance and management.

1.4 Motherboards Supported

This version of SMT IPMI is supported by the motherboards listed in the table below.
If your motherboard is not included in the table, please refer to the motherboard
product page on our website at www.supermicro.com and download the right BMC/
IPMI user's guide for your motherboard.

Intel Dual-Processor
Motherboards supported
(-F models only)

Intel Single-Processor
Motherboards supported
(-F models only)

AMD Motherboards supported
(for -F models only)

X8DTL-3F/-6F/iF

X7SPA/E-HF/-D525

H8DGG-QF

X8DTN+-F

X7SPT-DF-D525

H8DGT-HF/-HIBQF/-HLF/-HLIBQF

X8DTU-6F+/6TF+/LN4F+/TF

X8SI6-F

H8DGU-F/-LN4F+

X9DBU-6F/iF H8SGL-F

X9DR6/i-F H8SCM-F

X9DRT-H6F H8DCL-6F/-iIF

X9DRG-QF+ H8DCT-F/-HIBQF/-HLN4F/-IBQF
H8DG6-F
H8DGI-F

X9SCL-F

X9SCM-F

X9SRE-F

X9SRW-F
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1.5 An Important Note to the User

The graphics shown in this user's guide were based on the latest information
available at the time of publishing of this guide. The IPMI screens shown on your
computer may or may not look exactly like the screen shown in this user's guide.

1-5
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Chapter 2

Configuring the IPMI Settings

With the Nuvoton WPCM450/ASpeed AST2400 BMC Controller and the IPMIView
firmware built in, Supermicro motherboards allow the user to access, monitor,
manage, and interface with multiple systems in different remote locations. The
necessary firmware for accessing and configuring the IPMI settings are available
on the Supermicro website at http://www.supermicro.com/products/nfo/ipmi.cfm.
This section provides detailed information on how to configure the IPMI settings.

21 Configuring BIOS

Before configuring the IPMI, follow the instructions below to configure the system
BIOS settings.

A. Entering and Using the BIOS

1. Boot up your system. During bootup, you will enter a bootup screen. When
you see this screen, press the <Del> key. The BIOS setup screen will appear.

2. To navigate, use your arrow keys and press <Enter>. To go back to previous
screens, press <Esc>.

21
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B. Enabling COM Port for SOL (IPMI)

1. Select the Advanced tab at the top of the main BIOS screen.
2. From the list that appears, select Serial Port Console Redirection.
3.

Make sure that the COM port for SOL (COM2 or COM3) is set to [Enabled]. If
not, select the item and press <Enter>. Select Enabled and press <Enter>.

/ Note: For the IPMI to work properly, the BIOS will set the console redi-
rection on this port by default.

Utility

le Redirection

[Enabled]
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C. Enabling All Onboard USB Ports
1. Select the Advanced tab at the top of the main BIOS screen.

From the list that appears, select Chipset Configuration and press <Enter>.

Select South Bridge and press <Enter>. The screen as shown below will ap-
pear.

[Auto]

4. Check that the "USB 3.0 Support" item is set to [Enabled]. If not, select the

item and press <Enter>. Select Enabled and press <Enter>. (This is required
for KVM to work properly.)
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D. Configuring IP Address Using BIOS
1. Select the IPMI tab at the top of the main BIOS screen.

2. From the list, select BMC Network Configuration and press <Enter>. The
screen as shown below will appear.

Update IPMI LAN (

3. Check that the "Update IPMI LAN Configuration" is set to [Yes]. If not, select
the item and press <Enter>. Select Yes and press <Enter>.

4. To manually configure the IP address, select Configuration Address Source

and press <Enter>. Select Static and press <Enter>.

Apt p Utility - Coj 014 America
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Once the "Configuration Address Source" is set to Static, the "Station IP Ad-
dress," "Subnet Mask," and "Gateway IP Address" fields should now be set
to 0.0.0.0 and activated for changing (as in the screen shown on the previous
page). Select each of the three items and enter an appropriate value. Press
<Enter> when you are done.

) Setup Utility - Co
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2.2 Configuring the IP Address for Remote Servers

7 Note: The DHCP (Dynamic Host Configuration Protocol) is on by default.
To change the manufacturer default setting, please use the ipmicfg utility
or the BIOS Setup utility.

Using the IPMICFG Utility to Set the IP Address for
Remote Servers

1. Run the ipmicfg utility. (You can get this from the Supermicro website, http://
www.supermicro.com/, or from Supermicro's FTP site, ftp./ftp.supermicro.
com/utility/IPMICFG/.)

2. Follow the instructions given in the readme.txt file to configure Gateway IP/
Netmask IP addresses, enable/disable DHCP, and configure other IPMI set-
tings.

IPMICFG Version 1.20.3 © 2014 Super Micro Computer, Inc.

Release Date: Nov. 05, 2014

Usage: IPMICFG Parameters

-m Show IP and MAC
-m IP Set IP (format: ### ##H# Hit# #i)
-a MAC Set MAC (format: ##:## #H# #it ## )
-k Show Subnet Mask
-k Mask Set Subnet Mask (format: ###.### ## #i#)
-dhcp Get the DHCP status
-dhcp on Enable the DHCP
-dhcp off Disable the DHCP
-g Show Gateway IP
-g IP Set Gateway |P (format: ### ### #i# ##)
-garp on Enable the Gratuitous ARP
-garp off Disable the Gratuitous ARP
-clrint Clear chassis intrusion
-fd Reset IPMI to the factory default
-fdl Reset IPMI to the factory default (Clean LAN)
-fde Reset IPMI to the factory default (Clean FRU & LAN)
-ver Get firmware revision
-vlan Get VLAN status
-vlan on <VLANtag> Enable the VLAN and set the VLAN tag.
If VLANtag is not given it uses previously saved value.
-vlan off Disable the VLAN
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-raw Send a RAW IPMI request and print response.
-fan Get fan mode

-fan <mode> Set fan mode

-nm nmsdr Display NM SDR

-nm seltime Get SEL time

-nm deviceid Get ME device ID

-nm reset Reboot ME

-nm reset2default

Force ME reset to default

-nm updatemode

Force ME to update mode

-nm selftest

Get self-test results

-nm listimagesinfo

List ME image information

-nm oemgetpower

OEN power command for ME

-nm oemgettemp

OEM temp. commance for ME

-nm pstate Get max. allowed CPU P-state
-nm tstate Get max. allowed CPU T-state
-nmcpumemtemp Get CPU/memory temperature

-nm hostcpudata

Get host CPU data

-pminfo Power-supply PMBus health
-psfruinfo Power-supply FRU health
-psbbpinfo Battery backup power status

-autodischarge
<module><day>

Set auto discharge by days

-discharge <module>

Manually discharge battery

-user list List user privilege information
-user help Show user privilege code
-user add <user id> Add user

<username> <pass-

word> <privilege>

-user del <user id> Delete user

-user level <user id>
<privilege>

Update user privilege

-user setpwd <user
id> <password>

Update user password

-conf upload <file>
<option>

Upload IPMI configuration from binary file

2-7
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-conf download <file>

Download IPMI configuration to binary file

-conf tupload <file>
<option>

Upload IPMI configuration from text file

-conf tdownload <file>

Download IPMI configuration to text file

-sdr

Show SDR records and reading

-sdr del <SDR ID>

Delete SDR record

-sdr ver <V1> <V2>

Get/Set SDR version (V1, V2 are BCD format)

-sel info Show SEL info

-sel list Show SEL records

-sel raw Show SEL raw data

-sel del Delete all SEL records

-fru info Show FRU inventory area Info
-fru list Show all FRU values

-fru help Show help of FRU Write

-fru cthelp Show chassis type code

-fru <field> Show FRU field value

-fru <field> <value>

Write FRU

-fru 1m Update FRU product manufacturer from DMITable
-fru 1p Update FRU product name from DMITable

-fru 1s Update FRU product S/N from DMITable

-fru 2m Update FRU board manufacturer from DMITable
-fru 2p Update FRU board product name from DMITable
-fru 2s Update FRU board S/N from DMITable

-fru 3s Update FRY chassis S/N from DMITable

-fru backup <file>

Backup FRU to bin file

-fru restore <file>

Restore FRU from bin file

-fru tbackup <file>

Backup FRU to text file

-fru trestore <file>

Restore FRU from text file

-fru ver <V1> <Vv2>

Get/Set FRU version (V1, V2 are BCD format)

-fru dmi <$1> <$2>
<$3> <%$4> <$5>
<$6> <$7> <$8>
<$9> <$10> <$11>
<$12> <$13> <$14>

$1 Product manufacturer name
$2 Product name

$3 Product part number

$4 Product version

$5 Product serial number

$6 Product asset tag

$7 Board manufacturing date/time
$8 Board manufacturer name
$9 Board product name

$10 Board part number

$11 Board serial number

$12 Chassis type

$13 Chassis part number

$14 Chassis serial number

2-8
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2.3 Connecting to the Remote Server

Using the IPMIView to Connect to the Remote Server

1. Connect a LAN cable to the onboard LAN1 port or the dedicated IPMI LAN
port.

2. Choose a computer that is connected to the same network and open the
IPMIView utility.

3. Go to File>New>System. Enter the system name, IP address of LAN1 (or
the dedicated LAN), and the description in the appropriate fields, and press
<Enter>.

4. Select the system from the IPMI domain. Enter the login ID and password in
the appropriate fields to log in to the IPMIView utility.

Using the Browser to Connect to the Remote Server

1. Connect a LAN cable to the onboard LAN1 port or the dedicated IPMI LAN
port.

2. Choose a computer that is connected to the same network, and open the
browser.

3. Enter the IP address of each server that you want to connect to in the ad-
dress bar of your browser.

4. Once the connection is made, the login screen as shown on the next page
will display.

# Notes:

1. The default network setting is "Failover," which allows the IPMI to
connect to the network through a shared LAN port (onboard LAN Port 1)
or through the IPMI-dedicated LAN port. If the IPMI must be connected
through a specific port, please change the LAN configuration settings under
the Network Settings.

2. For the IPMI to work properly, please enable all onboard USB ports
and the COM port designated for SOL (IPMI) on the motherboard. All
USB ports and the COM port for IPMI are enabled in the system BIOS by
default. The COM port for IPMI is marked with *in the BIOS. It is usually

2-9
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2.4 Accessing the Remote Server via Console
Redirection Using the Browser

To Log In to the Remote Console
Once you are connected to the remote server via IPMI Console Redirection, the
following IPMI login screen will display.

éurﬁmcko
Please Login

Usemame |
Pasword [ ]

[ togin

1. Enter your username in the Username field.

¢ Note: The manufacturer's default username and password are ADMIN/ADMIN.
Once you have logged into the BMC using the manufacturer default password,
be sure to change your password for security purposes.

2. Enter your password in the Password field and click <Login>.
3. The homepage will display as shown on the next page.

7 Note 1: To use the IPMIView utility for console redirection, please refer to the
IPMIView User's Guide for instructions.

7 Note 2: The Administrator account cannot be deleted.
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2.5 IPMI Main Screen

The IPMI main screen displays as shown below.

‘Emmcn

system Virtual Media Maintenance Miscellaneous Help

@) sysem (®) © summary

© FRU Reading Firmware Revision : 01.70 1P adaress © 172031008 155
Fimare Buid Time - 10032014 BMC MAC address : 0025:90:0:47-28
@ © Hardware Informatior BIOS Version  1.02 System LAN1 MAC adaress - 00:25:90:0¢:51.90
BI0S Buld Time 08292014 System LANZ MAC address 0025 909¢ 311
System LANG MAC address - 0025:00:06:5£92
System LANA MAC adaress - 00259096 5183

Host identfication
Server: 172.031.008.155
User: ADMIN_(Adr

@ NomaiQetresn(Logout Engian  +

Remote Console Preview

Refresh Preview image

Power Control via IPMI

Hostis currently on

The IPMI main screen displays system information, including the following:
1. The top bar. The menu bar on the top displays the headings System Informa-
tion, Server Health, Configuration, Remote Control, Virtual Media, Mainte-

nance, Miscellaneous, and Help. Click a heading on the menu bar to access
the individual items and configure their settings.

# Note: The Help header on every page displays guidelines on how to use
the features. Click the Help header, and a frame will display on the right
with this additional information.

2. The System sidebar. This sidebar displays the System submenu items. Click
an item in this window to configure the following settings.

3. FRU Reading. This page details the FRU (Field Replaceable Unit) informa-
tion. Click on FRU Reading to display this information.

4. Hardware Information. This page shows the hardware architecture. Click on
Hardware Information to display this information.

5. Language Select. From the pull-down menu, select a language. At present,
the options are the following:

* English

* Japanese
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6. Summary. This section provides the following information:
*  Firmware Revision
*  Firmware Build Time
* BIOS Version
* BIOS Build Time
* IP Address
*«  BMC MAC Address
«  System LAN MAC Address (all available LANs)

* Remote Console Preview, a display of the remote system (host machine)
console running at the specified IP address

7.  Power Control via IPMI. This section provides options for powering on and off
the host sytem.

*  Power On. Click this button to power on the host system.
*  Power Down. Click this button to power off the host system.

* Reset. Click this button to reset the host system.
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2.6 Server Health

This feature allows the user to set server health settings. To access server health
information, follow the instructions below.

Host identiication
UPERMICR®

Server: 172.031.008.155
system

@ NomaiQRetresh(Logout Engish  ~

user: ADMIN_( Administrator )

Miscellaneous

Virtual Media

Maintenance Help

© server Health © Server Health
(@) © sensor Reaings This section shows you data related to the server's health, such as sensor readings and the event log,
@e) EventLog = Sensor Reacings -Ses the readings fom the various sensors
* Even Log -Seethe events witenf he vt g
@) © stonge Monioring

1. To access the Server Health main page, click on the Server Health header in
the top bar. The individual features accessible from here are the following:

2. Sensor Readings

3. Event Log

4. Storage Monitoring (available for systems with RAID)

If you are working on a multi-node system, your Server Health screen and
sidebar will look different. See the screenshot below and the list of additional

. Host dentifcation
SUPERMIG server: 172031008192 @ WormaiDRetresn@Looouf English v/
User: __ADMIN __(Administrator)
System Server Health Configuration Remote Control  Virtual Media Maintenance Miscellaneous Help
© server Health © Server Health
© sensor Readings This section shows you data related to the server's health, such as sensor readings and the event log.
© EventlLog

® Sensor Readings :See the readings from the various sensors

6 © Power consumption
o © Power Source

5. Multi Node
6. Power consumption
7. Power Source
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2.6.1 Sensor Readings

This page displays sensor readings for the remote console. Click the arrows next
to each header to rearrange the items from minimum to maximum or vice versa.

¢ ‘Host Identification-
UPERMI Server: 172031.006.155 @ NomaiDRetresn@Logout Engish  +
User M (Adminstator)
System Server Health Configuration Remote Control _ Virtual Media Maintenance Miscellaneous  Help |
© server eattn © Sensor Readings
@) © sensoresanas
~erypom XD
© EventLog threshalds for the sensors by pressing the Show Threshalds batton below.
© storage Monitoring
Setecta sensor type salegory Sensor Readings: 63 sensors
Al Sensors
Name status Reading :
[ | cPUT Temp Normal 55 degrees C E|
CPU2 Temp NA Not Presentt 3
u P Temp Nomal 22 degrees ©
u SR an oma Py =y
u Perphest Tew o prr=—ry
] B_10G Tempt Normal 60 degreesC
- NB_106 Temp2 Nomal 56 degrees C
B o Nomal HwEs
Vepu2vRM Temp NA ot Present!
B renovruTem Horwa 30 degrees G

ol

0

1. To enter the screen shown above, click on the "Sensor Readings" item in the
Server Health sidebar.

2. From the pull-down menu, select a sensor type. The options are the following:
« All Sensors
* Temperature Sensors
+ Voltage Sensors
» Fan Sensors
»  Power Supply

3. A sensor color that is displayed in front of an sensor indicates the status of
the sensor.

» Green indicates that the sensor reading is normal. The system is function-
ing normally.

* Amber indicates an alert on the sensor reading. Attention is needed to
ensure that the system is functioning properly.

¢ Red indicates that one or more sensors have reached the critical state.
Immediate action is needed to resolve the problem.
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4. Name. This column displays the names of the sensors that are currently ac-
tive in system monitoring, including system temperature, CPU temperature,
fan speeds, CPU core voltages, +3.3Vcc, and +12V voltage monitoring.

5. Status. This column indicates the status of each sensor reading. If no compo-
nent is found in the specified slot, the status will read N/A.

6. Reading. This column indicates the reading of each sensor. If no component
is found in the specified slot, the status will read Not Present!

7. Refresh. Click this item to refresh the page.

8. Show Thresholds. Click this item to display sensor thresholds. The screen as
shown below will appear.

@;

| system

Host Identification:
Server: 172.031008.192
User. _ ADMIN __(Administrator)

@ Nomagstess@LoscufEngish ]

Remate Control Maintenance

Server Health Virtual Media

Configuration

© serverHealtn © Sensor Readings

© sensor Readings

You
© EventLog thresholds for the sensors by pressing the Show Thresholds button below.

© HuttiNode
Selecta sensortype category Sensor Readings: 48 sensors.

am
W crutTems Nomal 70 degrees © £ WA A

© Power consumption

© power source

s s
cruzTems Norml 5 cegresc . o 5 i
ForTems Normal 0 vegees © B s = o

B ssenmems Norma 2 derees © B 7 s w
Peteca Normal stssgees B , - w
VUt Normal 02 deqees B , 100 05
VepuziRit

mah Normal 53 seqees B ; 100 05
= v
[Retesn ][ e oresiods |

*  Low NR (Low Non-Recoverable). This is the low threshold of a non-recov-
erable item. Any item with a reading below this point cannot be recovered.

* Low CT (Low Critical Threshold). This is the low threshold of a critical
item. Any item with a reading below this threshold is in a critical state.

* High CT (High Critical Threshold). This is the high threshold of a critical
item. Any item with a reading above this threshold is in a critical state.

* High NR (High Non-Recoverable). This is the high threshold of a non-
recoverable item. Any item with a reading above this point cannot be
recovered.
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2.6.2 Event Log

This page displays a record of critical system monitoring events. The event log
indicates the time when a critical condition occurred and when the condition was
resolved. You can choose a specific event category from the pull-down menu to
display events included in this category.

Host Ioenification
Server: 172031.008.155
User:

@ normaiQRetresh@Logcu{ Engish V]

(aaminstator)

EventLog:Max= 512, Useds=3 (event entries)

Gotniton ]

1. To enter the screen shown above, click on the "Event Log" item in the Server
Health sidebar.

2. From the pull-down menu, select an event category. The following event
categories are listed:

« Sensor-Specific Events. These event logs are generated by the BMC if
the sensor's reading reaches its threshold.

* BIOS Generated Events. These event logs are generated by the BIOS
and logged to the BMC.

*  System Management Software Events. These events logs are generated
by the OS, application software, etc., and logged to the BMC.

* All Events. This category includes all of the above event logs.

3. You can enable the AC power-on event to be logged as well. Click the here
link to go to the options page.
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In addition to the events listed on the previous page, it is normal to see bootup and
shutdown events generated by the installed system software (OS). The table below
lists examples of these types of events.

Sensor Type | Event
OS Boot A: boot completed

C: boot completed

PXE boot completed

Diagnostic boot completed
CD-ROM boot completed
ROM boot completed

Boot completed - boot device not specified

OS Stop/Shut- Stop during OS load/initialization, Unexpected error dur-
down ing system startup, Stopped waiting for input or power
cycle/reset

Run-time stop (a.k.a 'core dump', 'blue screen')

OS graceful stop (system powered up, but normal OS
operation has shut down and system is awaiting reset

pushbutton, power cycle or other external input)
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2.6.2a Event Log - Advanced Settings

After clicking the link as described on page 2-16, the page shown below will display.
From here, you can enable or disable the option to record AC power-on events in
the log.

% Host Identifcation
IcR® SOIVERLIT2.03008.182 @ WormalQRefresh@Loaouf Engish V|
User: ___ADMIN __(Administator)
System Server Health Configuration Remote Control _ Virtual Media Maintenance Help
© senverHealth © Event Log - Advanced Settings
© sensorReadings
© EventLog =
© nuitiNode
(@) Consermmoncmnin
© Power consumption
Cancel
P s (s

1. To enable recording of AC power-on events, check the box. To disable,
uncheck the box.

2. Click Save to save the new setting, or click Cancel to return to the event log
(described on pages 2-16 and 2-17) without saving.
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2.6.3 Storage Monitoring

This feature, available on systems with RAID supported (LS| 2108, 2208, or 3108
storage controllers either onboard or as add-on cards), list ='l storage bays whether
or not they have been filled by physical drives. Ther~

> tv ) view options, physical
view and logical view.

oo PR
ree e~ ST T —
© serverteaitn Ost. el oring ~
© sen
ol g
D ste. tonitor
@Physical View: O Logical View:
Setectastrage amgon| PryscaDn T ]
-
n B
K "
U
Y . A A A WA WA
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2.6.4 Multi Node

This page displays real-time information relating to the entire system, the chassis,
and all individual nodes. Such information may include power consumption, input
current, serial numbers, CPU temperatures, node temperatures, and node IP ad-
dresses.

Host Identfication
Server: 172.031.044.008
user:

@ s eaGisaniE )

oun

(Asministator )

Remote Control

Mainterance. Miscolaneous  Help

Server Health Virtusl Meda

Configuration

© sererteain ©  Mutti Node Monitoring

P T page deplays pow e frmain f mulirode.

@e Mutitiode @
Power Supply
© Pover consumpton PoverConsumgtin: 207w
ot Curet tos7a

cPU1 Temp: B

1. To enter the screen shown above, click on the "Multi Node" item in the Server
Health sidebar.

2. The Power Supply section lists the power consumption and input current of
the system in real-time.

3. The Chassis Information section lists chassis information, including the maxi-
mum possible number of nodes; backplane location, model, serial number,
revision number; and system and chassis part and serial numbers.

7 Note: If you are accessing a multi-node system, you may not be able to
see all chassis information unless you have the LCMC enabled.

4. Each node in the system is given its own section, which lists the following
information:
« Status, indicating whether the node is detected as present or absent in
the system
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Power Status, indicating whether the node is powered on or off
Power, indicating the power usage of the node
Current, indicating the input current of the node

CPU Temp, indicating the CPU temperature. If the node incorporates
more than one CPU, the temperatures will be listed for all CPUs

System Temp, indicating the temperature of the node

Board Part Number, indicating the model name of the motherboard used
in the node

Board Serial Number, indicating the serial number of the motherboard
used in the node

IP Address, indicating the IP address of that particular node. Click on this
item to access the IPMI for that node. (You will need to log in.) The node
you are currently accessing via IPMI is highlighted in blue.
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2.6.5 Power Consumption

This page tracks the power usage over the system over time.
np——

@ normaiQRetresh@Loaou English V]

(Agministator)

System Server ealth Configuraton RemoteContral __ Vitual Meda, Haintenance Miscelineous Help.

© serverHealth © Power consumption
© sensorReadings.
© vention ks
© wutitoe
@ @ Fower comuyion @ or=

Peskame Value Time
The HighestPeak W) 0 o
ThelowestPeak W) 0 20141023 102

Power tatistos  LastHour Time past2ane e P days Time

verage (1) o o ene o

B o) o 20wt 16 o aoranozrosa o aoranozz 16
Moxmumw) o o o o o

aStHom; Last Day Last Week

XTime (min), YPower Consumption (Watt)

1. To enter the screen shown above, click on the "Power consumption” item in
the Server Health sidebar.

2. The "Estimate remaining BBP run time" section indicates the expected
amount of time left until the backup battery, if one is detected, runs out of
power.

3. The "highest and lowest peak" section displays three measurements:
» Current power consumption, in watts
» Highest recorded power consumption, in watts, along with its date and time
» Lowest recorded power consumption, in watts, along with its date and time

4. The "Power consumption graph and history" section graphs the power con-
sumption of the system over time within the last hour, last day, and last week.
In addition, it lists in a chart the average, minimum, and maximum power val-
ues over the last hour, last day ("Past 24 Hr"), and last week ("Past 7 days").

Clicking on the headings in the chart ("Power Statistics," "Last Hour," "Past
24 Hr," "Past 7 days," "Time") will rearrange the chart with either the minimum
value or the maximum power or time value at the top.
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2.6.6 Power Source

This feature displays detailed real-time power source information.

% HostIoenticaticn
SuPER) Server: 172031008152 @ NormaiQRetresh@Loaeu{ Enish |
User: __AOUN__(sdmiistatr)

| system

Server eaith

Configuration

Remate Control.

Virtual edia

Maintenance Miscellneous Help

© seertieattn

© sensorReadings.
O tventiog

© Muititiode

© Power consumption

© Power souce

© Power Source Monitoring

T page deplays pw e source normaton

BBP Seting
autoDischarge Timero
ManualDischarge 0
Ao Discharge Timer |
HanuaiDischarge 1

Auto Discharge Timer2

Auto Discharge Timer 3

WanualDischerge 3

Enable
s3da8)
Enabe
Enable
sada)
Ensble
Enable
s3das)
Enable
Enabe
s3da8)
Enable

TimeoutValue brgmceti

shutdoun
Estimate remaining B8P

Stot 1 Stams

DC 12v0utut itage.
DC 12vOuput Current
Temperature |
Temperature 2

Fant

Fan2

DC 12vOuput Pover
AC InputPover

PWS Sertal Number

Siot3 Status

status

A Inputvoinge

A ImputCument

DC 12VOuput Votage
DC 12vOuput Current
Temperature 1
Temperature 2

Fant

Fanz

DC 12vO0utput Pover
AC InputPover

PWS Serial Number
Siot4 Stas

Status

AC Inputvoige

AC InputCument

DC 12v0utput Votage.
DC 12vOuput Current
Temperature |

DC 12VOuput Pover
AC InputP over
PWS Sertal Number

Otnbe ®

mntme 0 sec

Disable In | ] Days @ esuitis 30, maxis

Disabie.
Disatie In | | Days Desuitis 30, maxis
Disabie.

Disable In | /| Days D efuitis 30, maxis

Disable.
Disable In | | Days @ efuitis 30, maxis

Disatle.

Disatie [0 (seconds) | Save.

Power Suppiy OK
s
1488
2m
2
McTaF
BC1004F
s789RPM
2500
s
200

ot present

0w
0w
o
oaazF
oas2F
orPM
orPM
oqu)
o)

ot present
om
0w
0w
0w
oa2F
ocazF
orem
orem
oq)
oq)

1. To enter the screen shown above, click on the "Power Source" item in the
Server Health sidebar.

2. This feature allows you to manage discharging of the backup battery, if one
has been installed. You can set up to three separate discharges by clicking
Enable next to the corresponding item, either manual or auto (with a time set-
ting of a maximum 63 days in the future).

3. Each node slot in the system is given its own section detailing power informa-
tion for that node. The following items are listed:

»  Status, indicating the status of the power supply unit

* AC Input Voltage, indicating the current AC input voltage

2-23



SUPER® SMT IPMI User's Guide

e AC Input Current, indicating the current AC input current

« DC 12V Output Voltage, indicating the current DC output voltage (of a
12V DC power supply), in volts

» DC 12V Output Current, indicating the current DC output current (of a 12V
DC power supply), in amps

» Temperature, indicating the current temperature of the power supply. If the
node includes redundant power supplies, the temperatures of both power
supplies will be listed.

e Fan, indicating the speed of all fans installed for that node

* DC 12V Output Power, indicating the current DC output power (of a 12V
DC power supply), in watts

* AC Input Power, indicating the current AC input power, in watts

*  PWS Serial Number, indicating the serial number of the installed power
supply
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2.7 Configuration

This feature allows the user to configure various network settings. When you click

the Configuration header on the top bar, the following screen will display.

Server Healt

© e QuseaueaaiErg )

Confguration RemoteControl  ViwalMeda  Mamtenance.

© contguraton
© ers

© batcandTime
© wae

© hctve Directory
© raous

© Mouse tode

© tetwork

© Dynamic DS

© sure

© sl Certiicaton
© users

@ port

© 1P Access Control
CETS

© FanMode

© Web Session

© Configuration

1. Click the Configuration header on the top bar. The screen shown above will

apear. You will be able to access the following features from this page:

.

Alerts. Use this feature to configure alert destination settings.

Date and Time. Use this feature to configure the date and time and set up
access to an NTP server.

LDAP. Use this feature to configure LDAP (Lightweight Directory Access
Protocol) settings for authentication and access to the LDAP server.

Active Directory. Use this feature to configure the settings for authentication
and access to the Active Directory server.

RADIUS. Use this feature to configure the settings for authentication and
access to the RADIUS server.

Mouse Mode. Use this feature to configure the mouse mode for the remote
console.

Network. Use this feature to configure network settings.

Dynamic DNS. Use this feature to configure the settings and access to the
Dynamic DNS server.

SMTP. Use this feature to configure the settings for authentication and ac-
cess to the SMTP email server.

SSL Certification. Use this feature to configure settings for SSL certification.
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» Users. Use this feature to manage the users.

* Port. Use this feature to configure the ports.

* IP Access Control. Use this feature to set IP access rules.

*  SNMP. Use this feature to manage SNMPv2 and SNMPvV3 settings.
*  Fan Mode. Use this feature to set the fan speeds.

*  Web Session. Use this feature to set a session timeout value.
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2.7.1 Configuring the Alert Settings

This feature allows the user to configure alert settings.

Host Igentication
Server: 172031008.155
Ao

@ WormaiORetrestPLosouf Engish ]

(Adminstator)

| system Server Health Configuraton RemoteContral __ Vetual Meda Maintenance Miscelineous Help.

© Confguration © List of Alerts

OF

© pateanaTime

Bebu s
conre o Send Test Ak £ 5end o st st he s

Suww
Py Aot Tabie: 16 enries
ertiio AertLevel Destiason Address
© wous 1 Disable Al 000.000.000.000 & NULL A
2 Disable Al 000.000.000,000 & NULL
© touse tode: 3 Disable Al 000000000000 & NULL
‘ Disable Al 000.000.000.000 & NULL
© tetwork s Disable Al 000.000.000.000 & NULL
© oynamicons s Oisable Al 000.000.000.000 & NULL
7 Disable Al 000.000.000.000 & NULL
® = s Disable Al 000.000.000.000 & NULL
B Disable Al 000.000.000.000 & NULL )
© ssLcersication 10 Disable Al 000.000.000.000 & NULL
© users [ Moty || SendTestmiert || peto |
= @ @ @
© 1P Access Control
© suwe
© rantiode
© web Sossion

To setup an alert or to modify an alert setting, do the following.

1. To enter the screen shown above, click on the "Alerts" item in the Configura-
tion sidebar.

2. Click Modify to configure or modify the settings of an alert.

3. Send Test Alert is used to check if the alerts have been set and sent out cor-
rectly.

4. Click Delete to delete an alert.
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2.7.1a Alerts - Modify Alert

Host Igentication:
Server: 172.031.008.155.
jser: 40U

@ mOassaGLmiE )

ServerHeaith Configuration

RemoteControl __ Virtual Meda Meinerance

© cotgunmtion © Mody Alert

@ © Herts

Y e th fcrmation forthe aet bew and pess Sve.

©wae
- Event Severiy: [Disable Al V]
Actve Directory

DestinationP: 000.000.000.000

O mous e —— e ()
© tiouse tode: Suots [NULL — ] 4—@
o b WL | ——(B)

© oyramicons [“save | Gameat |

© swre

© 5SL Certification

1. From the Alerts page (as described in the previous page), select an alert and
click Modify. The screen shown above will appear.
2. Select the event severity. The listed options are as follows:
. Disable All. This is the default setting, disabling all alerts.

. Informational. This is used to provide notifications in the case of system
events that are not harmful.

. Warning. This is used to provide notifications in the case of potentially dan-
gerous system conditions.

. Critical. This is used to provide notifications in the case of dangerous system
conditions.

. Non-recoverable. This is used to provide notifications in the case of danger-
ous system conditions from which the system cannot recover.

3.  Enter the SNMP Trap receiver (IPMI View) IP address to use the SNMP. For
further guidance on typical inquiries related to the SNMP, see the table below
on the next page.
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Item

Answer

SNMP version number

SNMP version 2 or 3.

MIB community name

A community name is not required since
SNMP version 2 only uses traps.

MIB file location

Go to http://www.supermicro.com/products/
nfo/IPMl.cfm and click “IPMI MIB (SMT)”
(right-hand side of the page).

The IPMI item you need to con-
figure so the SNMP manager
can receive the SNMP trap

The alert LAN destination address (see #4
under 2.4.1) must be set to the same IP in
as the SNMP manager.

Can | query for detailed infor-
mation on the MIB "Event" trap
items?

Detailed queries are not possible because
event mapping is based only on sensor
type, event type, and sensor offset.

A list of trap items generated for
my platform

No standard list of event traps exist be-
cause the PEF (Platform Event Filter) table
is OEM customizable.

Enter the email address to send the alert to, then configure the SMTP settings

(see page 2-40).

Enter the subject line of the alert.

Enter a message for the alert.

Click Save to save the settings.
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2.7.2 Configuring Date and Time Settings

This feature allows the user to configure the time and date settings for the host
server and the client computer.

The user can either set the date and time setting manually or use the NTP Server
to set date and time. Follow the instructions below to set date and time settings.

"Note: Time zone is enabled when NTP is selected. The options are UTC
-12:00 hr. ~ +12:00 hr.

Host der
Server:

© etz Quom (FEH V]

System Senvertieaith Configuration RemoteContral __ VirtalMeda Mantenance Miscelineous Help

© Configuration © Date & Time
Y
G P ——
e
2 v
Srniremy D) o
o @ e .
Fyrem— (@) Pimarire sener
o O
© oynamic o oA e

1 DayightSang Tme

© sstcertteaton
\ =l =]

O users

© Port

© 1P Access Control
© suwe

© Fan ode.

© Web Session

1. To enter the screen shown above, click on the "Date and Time" item in the
Configuration sidebar.

2. Select the time zone.

3. Click the NTP Enable radio button to enable NTP settings.
4. Enter the IP address for the primary NTP server.

5. Enter the IP address for the secondary NTP server.

6. Enter the date.

7. Enter the time in hh:mm:ss format.

8. Click Refresh to refresh the date/time, or click Save to save the new settings.
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2.7.3 Configuring Lightweight Directory Access Protocol
(LDAP) Settings

This feature allows the user to configure the Lightweight Directory Access Protocol
(LDAP) settings.

System Sever Healt Configuraton Remote Control __ VirtualMedia Maintenance. Miscelaneous _ Help

© contiguaton © LDAP Settings

=

© bateandTime s he Save it 1o save yous charges. -

o

o ®

om !

. «—0Q '©)

= P adaress 3
= > ®

o5 s > ®

| ()

Follow the steps below to configure the LDAP settings.

1. Check the respective Enable box to enable LDAP authentication. If you want
to configure LDAP authentication over SSL, check its respective box. Upon
checking the latter box, the value 636 will appear in the "Port" field.

2. Enter a port number for the LDAP server.

3. Enter an IP address for the LDAP server.

4. Enter a bind password for the LDAP server.

5. Enter a bind DN value in the field. The bind DN is the user or the LDAP
server that is permitted to search in the LDAP directory within a defined

search base.

6. Enter a searchbase value in the field. The searchbase is the directory that
allows the external user to search data.

7. After entering the information in the fields, click Save to save the new set-
tings.
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2.7.4 Active Directory Settings

This page displays a list of role groups and their group IDs, group names, group
domains, and network privilege settings.

Server: 172031008.155.
User __ADUN___(sdmiistator)

@ WormaiQRetr oqouf Engish V]

| System Senvertieaith Contiguration Remote Control __ VirtualMedia Mamtenance Miscellneous. Help

© contgunsen © Active Directory Settings
Oners B @

© DateanaTime

O war

nconfgurss ot s prms Ad ke G
© Acte Diectory

© raows,
Number o configured role groups:0
© touse ode. Role Graup Grouptiame Group Domain Network Prviege.
1 - - Res

© tietwork

2
3

© Dynamic DNS. .

© sure 2

© sst cerstcation

Ousers

©ron
[ AdinaeGan || WodyRoGrom || beeisRdeGrom |

© 1P Access Control
@ 6 6

© Fantiode

© Web session

1. Click here to enable or configure the active directory server. See page 2-34
for instructions on enabling or configuring the active directory.

2. Select a group and click Add Role Group to add the role group. You will be
taken to the Add New Role Group screen described in the next page.

3. Select a group and click Modify Role Group to modify the role group. You will
be taken to the Add New Role Group screen as described in the next page.

4. Select a group and click Delete Role Group to delete the role group.
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2.7.4a Active Directory Settings - Add New Role Group

This page displays a list of role groups and their group IDs, group names, group
domains, and network privilege settings. When you click Add New Role Group or
Modify New Role Group from the Active Directory Settings page, you will be directed
to this screen shown below.

@;

| System Senver ealth Contiguration Remote Control __ Vrtaleda Mamtenance Miscellneous Help

Host Gentication
Server: 172031.008.155.
User: un__(

© Add New Role Group

st fcrmton for i new 10k rcup bk 370 s AdG Pess Canel b retum ot e goup st

roscumane [ | ————————(1)
B T B e R ©O)

[ At || cancer

1. Enter the role group name.

2. Enter the role group domain.

3. Select the role group privilege from the pulldown menu. The options are listed
as follows:

*  Administrator
*  Operator

e User

*  No Access

4. Click Add to save your settings, or click Cancel to return to the Active Direc-
tory Settings page without saving.

2-33



SUPER® SMT IPMI User's Guide

2.7.4b Active Directory Settings - Advanced Settings

This feature allows the user to configure the advanced active directory settings.
When you click here from the Active Directory page described on page 2-32, the
following screen will display.

émmlcu

System.

Host Igentfication
Server: 172.031.008.155
User: __AOUN___(Adminstator)

@ WormaiQRetresh@Loaeul Engiisn /|
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: ®:
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RADUS

© Mouse Mode

—

© tlowork
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© oyramic oiis Domain Conlroler Server Address2
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@L

© sure Domain Coriroler Server Address3
© ssL Certificaion [save [ Caneei |

O users

©ron

© 1P Access Control

© suwe

© Fantiode

© veb Session

1. Check the respective Enable box to enable active directory authentication.
If you want to configure LDAP authentication over SSL, check its respective
box. Upon checking the latter box, the value 636 will appear in the "Port"
field.

2. Enter the user domain name.

3. Enter time-out value in the field to set the time limit for a user to stay logged
in.

4. Enter the controller server address 1.
5. Enter the controller server address 2.
6. Enter the controller server address 3.
7. After entering the information in the fields, click Save to save the new set-

tings, or click Cancel to return to the Active Directory Settings page without
saving.
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2.7.5 Configuring the RADIUS Settings

This feature allows the user to configure RADIUS settings.

| System Severteaith Contiguration Remote Control __ Virtualeda Mamtenance Miscelineous. Help

© confuns on © RADIUS Settings

©ront

© 1P Access Control

© s
© Fantiode

© Web session

1. To enter the screen shown above, click on the "RADIUS" item in the Configu-
ration sidebar.

2. Check the Enable RADIUS box to enable RADIUS support. Enter the informa-
tion in the fields below to configure RADIUS settings.

3. Enter the port number for the RADIUS server.
4. Enter the IP address of the RADIUS server.
5. Enter a password for the user to access the RADIUS server

6. After entering the information in the fields, click Save to save the new set-
tings.

2-35



SUPER® SMT IPMI User's Guide

2.7.6 Configuring the Mouse Mode Settings

This feature allows the user to configure the mouse mode settings used in the
remote console.

Hos rtcaton
o Sovr ©@ nomuQaskesn@locu{Egish V|
4 Gmnstator

Server Healt Confguration Remote Control _ VirtialMedia

© contgurton © Mouse Mode Setting
© ners
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© dsteanaTime
Ouw

Current Mouse Mode is ABSOLUTE
© Actie Directory

©mous @ o5
@ © hause e :
© Hetvork

© Dynamic DS

© sure

© sSlCertiicaton
O users

©rort

© 1P Access Control
CETS

© FanMode

© Web Session

1. To enter the screen shown above, click on the "Mouse Mode" item in the
Configuration sidebar.

2. This item displays the current mouse mode. To select a mouse mode, click
the appropriate radio button as shown below.

*  Check the Absolute radio button to set the mouse mode to absolute mode
for the Windows OS. (This is the default setting.)

« Check the Relative radio button to set the mouse mode to relative mode
for the Linux/Unix OS.

*  Check the Single Mouse Mode radio button to use single mouse mode.

3. After entering the information, click Save to save the settings.

& Note: The IPMI is an OS-independent platform, and IKVM support is an
added feature for IPMI. For your mouse to function properly, please con-
figure the mouse mode settings (see above) according to the type of OS
used in your machine.
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2.7.7 Configuring Network Settings

This feature allows you to configure the network settings.

g HostIentcation
UPERMICRS Server @ NormaXQRetresh@Locouf Engish ]
:oun in

Server Healt Configuration
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@) @rewen i
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© 1P Access Control
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Duplex Ful Duplex

1. To enter the screen shown above, click on the "Network" item in the Configu-
ration sidebar.

2.  Enter the MAC address for the network server. You can also check the first
radio button to obtain an IP address automatically by using DHCP (Dynamic
Host Configuration Protocol) or check the second radio button to set up the IP
address by manually entering the information in the fields below.

3. IPv4 Setting. To set the IP address using the IPv4 format, enter the relevant
information in the following fields.

» |P address

*  Subnet mask

» (Default) Gateway
* DNS server IP
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4. IPv6 Setting: To set the IP address using the IPv6 format, enter an IPv6
address in the field. Enter a DNS server IP and DUID (unit ID) in the boxes
below.

5. VLAN: Check enable to enable Virtual LAN support, and enter the VLAN ID in
the field.

6. LAN Interface: This feature allows the user to select the port to be used for
IPMI out-of-band communication.

* The default setting is Failover, which will allow the IPMI to be connected
from either the shared LAN port (LAN1/0) or the dedicated IPMI LAN port.
Precedence is given to the dedicated LAN port over the shared LAN port.

» Select Dedicated to configure the IPMI to connect through the IPMI-dedi-
cated LAN port at all times.

» Select Share to configure the IPMI to connect through the LAN port on
the board.

7. RMCP Port: This feature allows the user to select the desired RMCP (Remote
Management Control Protocol) port based on his configuration. The default
port is 623.

8. Network Link Status: This section details the status of the IPMI network as
configured. The following items are listed:
* Dedicated

- Link

- Status
- Speed
- Duplex

* Share

- Status
- Speed
- Duplex

9. Click Save to save the new settings.
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2.7.8 Configuring Dynamic DNS (Domain Name System)
Settings

This feature allows you to configure dynamic DNS settings.

@ ermasseaGuemirg )
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1. To enter the screen shown above, click on the "Dynamic DNS" item in the
Configuration sidebar. Note that you cannot change any of the dynamic DNS
settings without first setting up an NTP server. (See page 2-30.)

2. Click the Dynamic Update Enable radio button to enable Dynamic DNS up-
date support. Dynamic update is disabled by default.

3. Enter the IP address of your Dynamic DNS (Domain Name System) server.
4. Enter the name of the BMC (Baseboard Management Controller) host server.

5. Check the box to enable TSIG Authentication support, and browse the files to
select the TSIG.key file. This item is optional.

6. Browse the files to select the TSIG.private file. This item is optional.

7. Click Save to save the new settings.
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2.7.9 Configuring the SMTP Settings

This feature allows the user to configure SMTP (Simple Mail Transfer Protocol)
settings for email transmission through the network.

@ WormaiQpetresh@Loouf Engish ]
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1. To enter the screen shown above, click on the "SMTP" item in the Configura-
tion sidebar.

2. Check the box to enable SMTP SSL authentication support.
¥ Note: SHA2 and RSA 2048-bit SSL are supported.

3. Enter the IP address for the SMTP (Simple Mail Transfer Protocol) mail
server. The SMTP port number will be displayed.

4. Enter a username and passsword for your SMTP mail server. These items
are optional. The status of the sender's address will be displayed.

5. Cick Save to save the new settings.
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2.7.10 Configuring the SSL (Secure Sockets Layer)
Certification

This feature displays the default certificate and private keys. It also allows the user
to upload a new SSL certificate.

Server: 172.031.005.155
User: __DuN

@ nomaQperrest@oau] Engish V|

(Asministator)
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e Browse. @
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e
— ®
© users
©port
© 1P Access Control
© suwe
© fantiode

© Web Session

1. To enter the screen shown above, click on the "SSL Certification" item in the
Configuration sidebar.

2. To enter a new SSL Certificate, enter a new certificate in the field. You can
also browse the computer to select a new certificate.

7 Note: SHA2 and RSA 2048-bit SSL are supported.

3. Enter a new private key in the field, if desired. You can also browse the com-
puter to select a new key.

4. After entering the new SSL certificate or/and new private key, click Upload to
upload the certificate and private key to the server.
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2.7.11 Configuring User Settings

This page displays information on the current users. It also allows you to add, delete

or modify user information.

@ ez

© ssicertiicaton

@eum
Raitner | wodtyuser || oectetser |
o

e ® ® 6

© s
© FanMode.

© Web session

Number o configured users: 10

1. To enter the screen shown above, click on the "Users" item in the Configura-

tion sidebar.

2. This item lists current user information, including user ID, username, and
Network privilege settings are shown below.

network privilege settings.

Function User Operator | Administrator
System Information Full Access | Full Access | Full Access
Chassis Locator Control | View Only | Full Access | Full Access
FRU Reading Full Access | Full Access | Full Access
Sensor Readings Full Access | Full Access | Full Access
Event Log View Only | Full Access | Full Access
Alert No View Only | Full Access
LDAP No View Only | Full Access
Mouse Mode No Full Access | Full Access
Network No View Only | Full Access
Remote Session No View Only | Full Access
SMTP No View Only | Full Access
SSL No View Only | Full Access
Users No View Only | Full Access
Event Action No View Only | Full Access
Power Control View Only | Full Access | Full Access
KVM View Only | Full Access | Full Access
F/W Update View Only | View Only | Full Access
SDR Update View Only | View Only | Full Access
Logout Full Access | Full Access | Full Access
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3. To add a new user to the network, click Add User. When prompted, select an
empty slot from the users list to add an user.

4. To modify the information or the status of a user, click Modify User. When
prompted, use the arrow keys to select a user from the users list to modify
the user information.

5. To delete a user from the network, click Delete User. When prompted, use the
arrow keys to select a user from the users list to delete it from the list.
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2.7.11a User Settings - Add New User

When you click on the Add User button as described in section 2.7.11, the following
screen will appear.
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1. Enter a username.
2. Enter a password.
3. Re-enter the same password.

4. Define the new user's network privileges. The options are the following. Refer
to the table on page 2-42 for the list of access privileges.

*  Administrator
*  Operator

* User

*  No Access

5. Click Add to add the new user, or click Cancel to return to the User List page
without saving.
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2.7.11b User Settings - Modify User

When you select a user and click Modify User as described on page 2-42, the fol-
lowing screen will apear.
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1. Enter a new username.

2. If you want to change the password, check the Change Password box. The
password fields will activate.

3. If you want to change the password, enter a new password and confirm.

4. If you want to change the network privileges, select a new setting from the
pull-down menu.

5. Click Modify to save the changes, or click Cancel to return to the User List
screen without saving.
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2.7.12 Configuring Port Settings

This page allows you to configure port settings for the ports listed on this page.
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1. To enter the screen shown above, click on the "Port" item in the Configuration
sidebar.

2. From this page, you can change the port number of the following ports Check
the boxes next to the respective ports to enable.

< Web port

«  Web SSL port

* IKVM server port

e Virtual media port

* SSH port

*«  Wsman port

*  SNMP Port

» SSL Redirection - check this box to enable

3. After configuring the port settings, click Save to save the settings.
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2.7.13 Configuring IP Access Control

This page displays an IP access table and allows you to add, modify and delete an
IP access rule, IP address/mask setting, or an IP access policy.

¥ Note: This submenu is applicable to X9 and newer motherboards only.
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1. To enter the screen shown above, click on the "IP Access Control" item in the
Configuration sidebar.

2. Check this box to enable control of IP access. A message will pop up, read-
ing, "Do you want to enable IP access control?" Click OK. The page will

reload, and the three buttons at the bottom will activate.

3. Rule Number. This column lists the designated number of the access control
rule.

4. IP Address/Mask. This column displays IP address/mask settings.
5. Policy. This column displays the status of an IP access policy.

6. Number of Access Rules. This displays the maximum number of IP access
rules you can set for the system.

7. Click the Add button to add a new rule.
8. Click the Modify button to modify the rule.

9. To delete a rule, select the rule and click the Delete button.
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2.7.13a IP Access Control - Add New Rule

When you click the Add button as described on the previous page, the following
screen will appear.

[

© wormeiQeresn@logauf Engisn V]

| System Senver Health Contiguration Remote Control __ VirtualMedia Mantenance Miscellneous Help

© cortauratn ©AddRule
© Nerts
T e e rratonto e aces il e and s save uton
ow
RRRRR f

nnnnnnnn
o = IP AddressMask
O aiicy ACCEPT V]
© Mouse Mode. = =m
© Network.
© oymamicous
© smrs

1. IP Address/Mask. This item allows you to grant access to a specific IP address
or arange of IP addresses. For example, if you wanted to specify a range of IP
addresses from 192.168.0.1 to 192.168.0.126, you would enter 192.168.0.1/25.

2. Policy. Select Accept to allow access for the IP address(es) entered above.
Select Drop to deny access.

3. When you are done, click Save to save the changes, or click Cancel to return
to the IP Access Control page without saving.
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2.7.14 Configuring SNMP Settings

This page allows you to configure SNMP settings.
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1. Check the Enable SNMP box to modify SNMP settings. Certain fields on the
page will activate.

2. Click the SNMPV2 radio button to modify v2 settings; the relevant SNMPV2
fields will activate.

» Enter either (or both) the ROCommunity (Read-Only Community) name or
the RWCommunity (Read-Write Community) name. If you enter both, do
not specify the same names.

3. Click the SNMPV3 radio button to modify v3 settings; the relevant SNMPV3
fields will activate.

» Enter a username.

» Specify the authentication protocol, either MD5 or SHA-1.

»  Specify the privacy (encryption) protocol, either DES or AES.

« Enter the authentication protocol key. It should be over 8 characters long.
» Enter the privacy protocol key. It should be over 8 characters long.

4. Once you are done configuring your settings, click Save.
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2.7.15 Configuring Fan Settings

This page allows you to configure fan mode settings.
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1. To enter the screen shown above, click on the "Fan Mode" item in the Con-
figuration sidebar.

2. This item displays the current fan mode setting.

3. The following options are listed. Check the corresponding radio button to en-
able the setting.

» Standard speed, for standard power efficiency
*  Full speed, for maximum system performance

*  Optimal speed or PUE2 speed, for most efficient cooling under normal
use

* Heavy IO speed, for running the system at maximum 1/O (maximizing
cooling around PCI-E add-on cards)

7 Note: Heavy IO mode is used in X10 motherboards with dual cooling
zones. PUE Optimal mode is used in certain X10 motherboards with
single cooling zones to consume the least amount of power possible.

4. Click Save to save the new setting.
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2.7.16 Configuring the Web Session Settings

This feature allows the user to configure the web session timeout value.
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1. To enter the screen shown above, click the "Web Session" item in the Con-
figuration sidebar.

2. Input the length of time, in minutes, you would like the web session to remain
before timing out. The default is 0, which means that the web session will
never time out.

3. Click Save to save the new setting.
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2.8 Remote Control

This section allows the user to carry out activities and perform operations on a
remote server via remote access.

Host Identfication
Server: 172.031.008.155
User. AOUN__(admiistator)
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1. To access the screen shown above, click on the Remote Control header in
the top bar. The following features can be accessed in the sidebar:

* Console Redirection launches the remote console and configure the set-
tings of the remote server. For more details on console redirection, please
refer to Launching Console Redirection on 2-50.

*  Power Control displays and configures the power settings of the remote
console, including the following settings.

e Launch SOL launches the SOL (Serial Over LAN) console to manage the
remote server.
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2.8.1 Console Redirection

This feature allows you to launch console redirection via IKVM (keyboard, video/
monitor, mouse) support.

= Host Identficaion
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1. To enter the screen shown above, click on the "Console Redirection" item in
the Remote Control sidebar.

2. Click Launch Console to launch the remote console via Java (for Internet
Explorer). If it is blocked by the IE due to security reasons, click on the top of
the menu bar and select "Download File."

3. A screen will display to indicate that Java is launching. If you see a window
pop up informing you that the connection or application is untrusted, trust the
application and click Continue.

4. When the warning screen as shown above displays, click Run to launch the
remote console.

5. The main screen should appear as shown below. Note that your screen may
not look exactly like the one below.
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2-53



SUPER® SMT IPMI User's Guide

2.8.1a Console Redirection - Virtual Device

This feature allows you to configure virtual device settings for your console redi-
rection.
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Copyright (C) Peter Anvin et al

Click Virtual Media to configure virtual device settings of a server at a remote
site via Console Redirection.

Click Virtual Storage to select a device you want to connect to the remote
server as a virtual device.

You can connect Floppy, USB Flash, CD-ROM, DVD ROM or ISO images using
this feature.
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Virtual Storage

When you click the Virtual Storage item as described on the previous page, the fol-
lowing screen will appear. You are able to use up to three devices for virtual storage.

Pp——

Server Healt

Configuraton RemoteControl  VitalMeda  Maiterance.

2] Java iKVM Viewer v1.69.24 (172.31.8.192] - Res
© Console Redir

[Eer—

Launch Console)

1. Select the logical drive type from the dropdown menu. The options are as
follows:

*  Upload IMA. Select to browse for and upload an IMA file.

* ISO File. Select to browse for and upload an ISO file.

*  Web ISO. Select to mount a Web ISO. The file will be mounted from the web
interface. To specify the file location, set the image path on the CD-ROM Im-
age page in the IPMI. (See page 2-85.)

e C: SATA HD. Select to mount from the local computer you are using to ac-
cess the IPMI.

2. Click Plug in to mount the selected drive.
3. Click Plug out to unmount the selected drive.
4. Click Refresh to refresh the connection status.

5. Click OK to save the changes and exit the window.
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Virtual Keyboard

When you click the Virtual Keyboard item under the Virtual Media menu, the virtual

keyboard will pop up.

é‘wrkm( Re

System

Host Gentfication:
Server: 172031.008.192
User: __/OUN___(sdministator

Virtual edia

Server tealth Confguration Remate Control Mamtenance

@ NormalQRetresh@Loau] Engish v/

Miscellneous
- . 2] Java iKVM Viewer v1.69.24 (172:31.8.192] - Resolution 720 X 400 - FPS 28
@) Rores Cotr © Console Redirg ——

Virtual Media  Record Macro Options UserList Capture _Power Control _Exit
© Consoke Redirection
pe—— Fras nesutons

© Launch soL

Launch Console

tielp

o [ [

F5-WIN F6-Cent F?7-DO

B3
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2.8.1b Console Redirection - Recording

This feature allows you to record media displays for your console redirection.

Host Igertication
UPERMICR® Server: 172031008.192 @ NormaiQRetresh@Loacul Engish /|
User: _ ADMN___(aaministator e

system Serverealt Contiguraton Remote Contral __ VirtualMeda Mantenance Miscelineous Help

[ e

- |4 Java iKVM Viewer v1.69.24 (172.318.192] - Resolution 720 X 400- F9S 34
O RersConton © Console Redird ——
Virtual Media |[RBGOFA| Macro Options UserList Capture Power Control _Exit

Fras netuton s

Launch Consale

Enter a function key for

Hain Menu [F18] <-cseburn
Fe [F11] <-

SuSE F18-cburn

1. Click Start to start video recording from your remote server. Click Stop to stop
video recording from your remote server.
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Recording

This feature allows you to record the media displays.

Host Igertfication
Server: 172031 008 152
yser: __fouN

© Qs usaaiErin )

(agminstator )

system. Sever Healt Contguration Remote Control __ VirtualMedia

Maintenance Mscelancous Help

]
123 ove KM View A 24 1723181921 Resorion 720400 F75 28
© Remote Control @ Console Redire

Virtual Media_ Record Macro_Options _User List _Capture _Power Control _Exit
© Console Redirecton

([ oe SRR
i R
= o= Ep—

Launch Consale|

/| [E——— =

® [camee ]

vt F2-D

D F9-0SuSE F18-cburn

Click Start from the Record menu (as described in the previous page) to start
recording. The window shown above will pop up.

Browse for and select the location where you want to save the recording.

3. Enter a file name.

Click Save to save the settings and begin recording, or click Cancel to exit
the window without recording. The recording process will continue until you
click Stop under the Record menu.

2-58



Chapter 2: Configuring BMC/IPMI Settings

2.8.1c Console Redirection - Macro

This feature allows you to configure Macro settings for your console redirection.

Guremacze

Host Iderdficat

Server: 172031008 152
yser: __soun

@ normaiQRetresh@Loau{ Engish V]

system. Sever Health Contguration

© Remote Control
© Console Redirection
© Power Contral

© LaunchsoL

© Console Redir

[Eer—

Launch Consal]

VirtalMedia Mantenance Mscelaneous _Help

(] Java iKVM Viewer v1.69.24 [172318.192] - Resolution 720 X 400 - 7S 31 [E= )

Wacro | Optior Lst_Capure_power Control _Exit
I Hold Right Alt Key

Hold Left Alt Key.
Right Windows Key »
Left Windows Key »

5-UIN F6-Cent F?-D0S F8-OFED F9-0SuSE F18-cburn

1. Click Macro to configure the Macro settings for your remote server. The fea-
tures include the following:

Hold Right Alt Key. This item performs the same function as holding down
the right <Alt> key.

Hold Left Alt Key. This item performs the same function as holding down
the left <Alt> key.

Right Windows Key. This item performs the same function as you pressing

the right <Windows> key. Select Hold Down or Press and Release.

Left Windows Key. This item performs the same function as pressing the left

<Windows> key. Select Hold Down or Press and Release.

Macro. Click this item to activate a pull-down submenu. The Macro submenu

includes the following items as listed on the next page.
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Host Identi
Server: 172.031.008.192
User: ADUN___(Administator)

System Server Health

© Remote Control

@ Console Redird
© Consoke Redirection
© Power Control Pes hettons
© Launch soL

Coweh o]

Configuration

@ WormelQRetresh@Locoul Engish /|

Remote Control __ Virtual Meda Mainterance Wiscelaneous

2] Java iKVM Viewer v1.69.24 [172:31.8.192] - Resolution 720 X 400 - FPS 31

S|

Virtual Media _ Record [[#acio | Options _UserList Capture Power Control _Exit

7 Hold Right Alt Key

Hold Left Alt ey
Right Windows Key »
Left Windows Key »
¥ CtrisAttsel

Enter a func br option:

(F18]
[F11]
[F12]

WIN F6-Cent F7-DOS F8-OFED F9-0:

E F18

cburn

»  Ctrl+Alt+Del

« Alt+Tab

» Alt+Esc

» Ctrl+Esc

« Alt+Space
» Alt+Enter

e Alt+Hyphen

- Alt+F4

¢ Alt+PrntScrn

*  PrntScrn
« F1
o Alt+F1

¢ Pause
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2.8.1d Console Redirection - Options

This feature allows you to configure Options settings for your console redirection.

" ‘Host Identification-
[SupermICR® Server: 172.031.008.192 @ Hmrv\ul)ﬂﬁlas!‘@lgm English V|
User: /0MN __(aaminsiator)
System Senverteain _contguraton Remote Control___ Viruaitecta Mamerance Mscetaneous _Help
(4] Java KVM Viewer v1.69.24 [17231.8.192] - Resoluton 720 X 400 - FPS 28 P

© Remoto Control © Console Redir
Virtual Media_Record Options | User List_Capture _Power Control _Exit

© Console Redirecton Hotkey Settings
Fras e suson | Preference

Full-Screen Mode

0SDUI Style

“Launch Consald Keyboard Mouse Hotplug

Enter a function key for options

[F18] <
[F11] <

1. Click Options to activate the pull-down menu to configure options settings.
The options menu allows you to configure the following settings.

*  Hotkey

» Preference

» Full-Screen Mode

« OSD Ul Style

* Keyboard Mouse Hotplug
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Options - Hotkey Settings
This feature allows you to configure hotkey settings for your console redirection.

= Host Identication
UPERMICR® Server: 172031008 182
user:

@ NormaQRetresh@Locoul Engish ]
AOUN___(saminstator)
System Senvertiealt Confguraion Remote Control___ VirtualMedia Waineronce Misceloncous __Help
(&) Java IKVM Viewer v1.69.24 [17231.8192] - Resoluton 720 X 400 FPS 35 = B
© Remote Centrol © Console Redir

© ConsoeRedrecson
© Pover contra s

© tauwch soL action Hotkeys
Lawch Gonsad Adjust Mouse

Exit Remote Location

Full-Screen Mode

Refresh screen

Send Cirl+AltsDel

Toggle Mouse Display

Toggle Ul Display

Default

RH F4-SuSE FS-UIN F6-Cent F?-DOS F8-OFED F9

1. To assign a hotkey for an action, click Hotkey Settings under the Options
menu. A Hotkey Settings window will pop up.

2. Click Start.

3. Enter the hotkey of your choice. It can be a single word or a combination.

4. Click Stop.

5. Select an item from the action list.
6. Click Assign.

7. Click Close to exit the window.
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Options - Preference (Display)

This feature allows you to configure video recording settings for your remote con-

sole.
Gormacze @ NormaQRetesh@Loceuf Engish ]
o P e e e e T TP
—— @ciscnal wer v169.24 [1 = [E=EE)
© consok Redrecton “Display | input | Language Setting | Window | -
¥] Enable auto stopater | 2| minute(s)
© Launch soL
[ Launch Console] Display Scale
Lo 25 50
© Nomalttode
O) Enhanced Text Mode
Image Quality
1. Click Preference under the Options menu. A window will pop up. The first tab

is Display.

The Recording Time section refers to video recording. (To learn more about
video recording, see page 2-57.) If you want to automatically stop record-
ing after a preset time, check the box, then input the number of minutes that
should pass before the recording should automatically stop.

Use the slider on the Display Scale to set the appropriate scale setting for
your display from Low (25) to High (100).

You can change the compression options under the Compression section.
You can adjust the image quality settings in accordance with varying degrees
of network traffic. To ensure the best image quality, select High for heavier

network traffic connections; select Low for lighter network traffic.

Click OK to save the new setings, or click Cancel to exit the Preference win-
dow without saving.
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Options - Preference (Input)

This feature allows you to configure input settings for your remote console.

éumkm('u

Host Igentfication
Server: 172.031.008.162
User: __/OUN___(Administator)

@ NormaiQgetresh@Loacuf English |

sysem Seerveam  Covgustn  RemteCro  Vrualeds  Nmewwe  Msceleos fep )

© Remote Control
© Consoke Redirecton
© Power Control

© Launch soL

(2] Java IKVM Viewer v1.69.24 [17231.81
© Console Redir =

Vitual Media_Record_Mad |2 p =~
Dis Language Setting | Window | .
Mouse Settings

¥l Enable Mouse Input

Launch Console| @ Avsolute Mouse (Windows, Ubuntu, RHEL 6.x and later)
Relative Mouse (Rest of the Linux)

© single Mouse

Keyboard Settings
[¥] Enable Keyboard nput

Keyboard layout [English -

I Repeat Key Timeout
oms  500ms 1000ms

Cancel 0SuSE F18-cburn

_Copyright © 2014 Super Micro Computer, nc. |
Click Preference under the Options menu. A window will pop up. The second
tab is Input.

Check the Enable Mouse Input box to enable mouse support so that you can
use the mouse as an input device. Once mouse support is enabled, you need
to set a proper mouse mode for your remote console. Check the correspond-
ing radio button from the list below.

» Select Absolute Mode if you have the Windows OS

+ Select Relative Mouse for the Linux OS.

» Single Mouse

Check the Enable Keyboard Input box to enable keyboard support so that
you can use a soft keyboard as an input device. From the Keyboard layout
pull-down menu, select the right language setting for your soft keyboard. The
language options are the following:

+ English

+ Chinese (traditional)
+ Japanese

+  Germany

* French

* Spanish

+ Korean

+ ltalian

* United Kingdom

* Swiss

To timeout repeated keystrokes, check the Repeat Key Timeout box, and use
the slider on the scale to select the appropriate timeout settings for repeat
keystrokes from Oms to 1000ms (microseconds).

Click Save to save the new settings or click <Cancel> to exit the Preference
window without saving.
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Options - Preference (Language Setting)

This feature allows you to configure language settings for your remote console.

= HostIcentfcation
Suremnacze Server: 172031008 152 @ NormaiQpetresn@Looul Engish ]
User: _OMN___(Adminitator
System Servertealth __Canfguraton Remote Contral___ VitualMedia Manenance Wiscelaneous ___Help

) Java iKVM Viewer v1.69.24 [172:31.8:192) - Resolution 720 X 400 - FPS 35

© Remate Canrol © Console Redird

|2 Preference

Display | nput | Language Sefting | Window |

Language Setting

Virtual Media_Record

© Consoke Redirection

© Power Control
Langunge song [Ergian[<]

© Launch oL

Launch Consoe]

| ro-osuse F1-churn

1. Click Preference under the Options menu. A window will pop up. The third tab
is Language Setting.

2. From the pull-down menu, select the language you want to use for your
remote console. The language options are the following:
« English

» Japanese

+ German
» French
* Spanish
* Korean
+ ltalian

3. Click OK to save the changes and exit the window, or click Cancel to exit

without saving.
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Options - Preference (Window)

This feature allows you to configure window settings for your remote console.

Host ertiication
Supervicze Server: 172031.008.192

@ wormaiQRetesh@Load Engish V]
User: 0N (adminsttor)
System SenverMealth Canfiguration Remote Control__ ViruaiMedia Mamenance Mscolbneous Help
- N (&) Java iKVM Viewer v1.69.24 [1 = =
© Remote Contro © Console Redirg 2] Preference. e
Virtual Media _ Record _Maci

© console Redrecton Dispiay | Input | Language Setting || Window |
e e ¥l Auto-resize window

Launch Consale

0SuSE F18-cburn

1. Click Preference under the Options menu. A window will pop up. The fourth
tab is Window.

2. Check Auto-resize window to reset the size of your display window.

3. Click OK to save the change and exit the window, or click Cancel to exit
without saving.
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Options - Preference (Video Stream Control)

This feature allows you to configure window settings for your remote console.

55 Host Ientcation
éumxml('i- Servr: 172031008192 @ NomaRetresh@Loasul Engish ]
User: __soun stor )
System Server Health Confguration Remote Control___ VirualMedia Maintenance Miscelancous __Help
(1] Java IKVM Viewer v1.69.24 (172301921 - Resolution 120 X 400 - EP
© Remote Control © Console Redirg o=
Virtual Media_ Record  Macrd L£) -
© consok Redirecton | anguage Setting | Window_| Video Stream Control | «
© Power Cortrol Fopoi i LAN Flow Control

© tawcnsoL ] Enable Flow Control

— @@=

cancel
ISuSE F18-cburn

1. Click Preference under the Options menu. A window will pop up. The last tab
is Video Stream Control.

2. Check the Enable Flow Control box to enable support for video stream con-
trol.

3. Select the speed from the pull-down menu. The options are as follows:
+ 256K Cable/DSL
- T
« T2

4. Click OK to save the change and exit the window, or click Cancel to exit
without saving.
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1.
2.

Options - Full Screen Mode

This feature allows you to configure window settings for your remote console

Guremacze

Host cerficaton
Server: 172031.008.192 @ NormaiQRetresh@Loaou{ Engish V]
vuer soun__(saminstoter)
Systom Severtidt  Confguraton __RomteConrol __ Vrwsltleds ___Nameroce __Wiscolbreous i
- |2 ove VM Viewerv1.6924 1723181921 - Resoution 720X 400 £ 32 [
© RemcteConto © Console Redir .
Virval Medla_Record _Macro |[OpUGRS] User List_Capture _Power Cantrol _Exit
© cosoleedrecton
© rowerconta et

FullScreen Mode
© Launch soL preprr
Launch Consald Keyboard Mouse Hotplug

Enter a

function key for options

[(F18] <
[F11] <
[F12] <

c/eburn

WIN F6-Cent F7-DOS F8-OFED

Click Full-Screen Mode under the Options menu.

To leave the full-screen display, click Leave Full-Screen Mode under the Op-
tions menu.
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Options - OSD Ul Style

This feature allows you to configure OSD (On-Screen Display) Ul (User Interface)
style settings for your remote console.
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System.
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1. Click OSD Ul Style under the Options menu. This screen provides shortcuts

to the main features provided by the firmware for your console redirection.

2. Click an icon to activate the features listed on the next page.

Guremacze
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10.

1.

12.

13.

14.

15.

©172.31.8.192

Move OSD: Click and drag this icon to move the OSD Ul pop-up screen to a
new location on the display.

Hotkey Settings: Click this icon to access the Hotkeys submenu and config-
ure the settings. For more about hotkey settings, see page 2-62.

Virtual Storage: Click this item to access the Virtual Media submenu and
configure the settings. For more about virtual storage, see page 2-55.

Virtual Keyboard: Click this item to access the Virtual Keyboard submenu
and use your virtual (soft) keyboard. for more about the virtual keyboard, see
page 2-56.

Preference: Click this item to access the Preferences window. For more
about this window, see pages 2-63 through 2-67.

Full-Screen Mode: Click this item to change the size of your display window
to the full screen mode.

Exit: Click this item to exit from the remote console.

Show User List: Click this item to display the user list. For more about the
user list, see page 2-72.

Menubar Ul Style: Click this item to change the toolbar display format.

Keyboard Mouse Hotplug: Click this item to hotplug keyboard and mouse.
For more about keyboard-mouse hotplug, see page 2-71.

Macro: Click this item to enable Macro support and use Macro features. For
more about Macro support, see pages 2-59 and 2-60.

Record: Click this item to access the Video Recording submenu and to use
video recording. For more about recording, see pages 2-57 and 2-58.

Set power on-off: Click this item to turn the system off.
Resolution: This item displays the remote console resolution in pixels.

IP Address: This item displays the IP address of the IPMI.
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Options - Keyboard Mouse Hotplug

[

2
(sgministator

@ tormaQRetresh@Loacuf Engish

System senverteaith c

© Consol|

2] Java iKVM Viewer v1.69.24 [172:31.8.192] - Resolution 720 X 400 - FPS 35

-_—

Virtual Media _ Record Macro |\Options | UserList Capture Power Con
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ntrol _Exit

e Ful-Screen Mode
05D I Style:
Keyboard Mouse Hotplug

Lol Enter a function key for option
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F8-OFED

1. Click Keyboard/Mouse Hotplug under the Options menu to enable keyboard/
mouse hotplug support for your remote console.
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2.8.1e Console Redirection - User List

This feature allows you to access the user list.

@ HormaiQRetresh@Loaeu{Engish
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1. Click Show User List under the User List menu. A window will pop up display-
ing the following three columns:

» Session ID. This item displays the current session ID number.
» User Name. This item displays the name of each user.

* IP Address. This item displays the IP address of the client server.

= Host Identification
éunmcg- [ server: 172021000152 @ NomaKQRetresh@Loaouf English |

EETTT s — e
[ User List 1 - 52
sysem SorvorHeatn__Cont i ava 1 i =) |
T || SessioniD Userame P Addess |
Taraus 040D RErT |
© Remote Control © Console |
© Console Redirection
presshe
© power Control |
© Launch soL
| action
T ]
[ cuose |
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2.8.1f Console Redirection - Capture

This feature allows you to capture the screen displayed on your remote console

= Host Igentication
Gormacze
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[F18]
[F11]

cseburn

[F12]
[FXX]

F7-D0S F8-OFED F9

1. Click Full screen view under the Capture menu.
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2.8.1g Console Redirection - Power Control

Under the Power Control menu, you can manage the power state of the system.

Goremaac
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The power control features are the following:

Set Power On. Allows you to turn the system on if it is off.

Set Power Off. Allows you to turn the system off.

Set Power Reset. Allows you to reset the system.

Software Shutdown. Allows you to perform a graceful shutdown of the
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Power Control - Set Power On

The "Set Power On" option allows you to power on the system if the system is off.

Gormacze

st dentfcaton:
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1. Click the "Set Power On" option under the Power Control menu.
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Power Control - Set Power Off

The "Set Power Off" option allows you to power off the system if the system is on.

E= Host Identfcation
Superaicre Server: 172.031.008.192 @ ormaiQReresh@Logouf English v/
User: _ADUN___(admiistator )
p—
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il © Consol Set Power On

Sot Power O
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Set Power Reset
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1. Click the "Set Power Off" option under the Power Control menu.
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Power Control - Software Shutdown

The "Software Shutdown" option allows you to perform a graceful shutdown of the
operating system.

Gormacze
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User /DM (dministator

system
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r options:

Click the "Software Shutdown" option under the Power Control menu.
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The "Set Power Reset" option allows you to reset the

Power Control - Set Power Reset

== Host Igentfication
Superaaicre Server: 172031008192
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Click the "Set Power Reset" option under the Power Control menu.
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2.8.1h Console Redirection - Exit
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@ WormalQRetresh@Loguf Engish /|

| Java IKVM Viewer v1.69.24 [17231.8.192] - Resolution 720 X 400 - FPS 28 e

Virtual Media  Record Macro Options  UserList Capture _Power Contso)l | EXIt

© Remote Cortrol © Console Redi

© Console Redirection

Fras e tuton s

~Lanconsa]

Enter a function key for

¢- Main Menu [F18] <-cseburn
[F11]

[F12]
[FXX] <-

1. To exit from Console Redirection, click Exit under the Exit menu.

Host Identication
Server: 172031.008.152
user _soum

@ tormaiQRetresn@Locoul Engish V]

[

System Senvertieaith Configuration RemoteContral __ VirtalMedia Mantenance Miscelneous. Help
T [ [£) Java VM Viewer v169.24 [17231,8192) - Resolution 720 X 400 - FPS 32 = =
© Remote Control © Console Redir{ = !

VirtualMedla Record Macro Options UserList Capture Power Control _Exit
© Console Redirection

Fras e sutons)

Launch Consold

ain F2-Fed F3-RH F4-SuSE FS-WIN F6-Cent F7-DOS F8-OFED F9-OSuSE F18-cburn

2. At the prompt that reads, "Are you sure??" click Yes to exit from the remote
console. Otherwise, click No to return to the remote console.
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2.8.2 Power Control

This feature allows the user to check the power state and manage the system
power status.

Host Identicaion
Server: 172.031.008.155
User: __ADUN___(ssmiistator)

@ NormsiQRetreshPLoaouf Engish V]

System Sewvereaith Configurason RemoteControl Vil Meda Mainerance Miscelineous Help

© Remot Cantrol © Power Control and Status

© Console Redirection

‘shown bebw. B
© rovercomrat g bt
© tawensol

Host is currenty on

©Resetsener

<
OPowerofisener -Inmediste <—©'®

O Power Offsener -Orderly Shutdown 4_.@)

<

< (O]
CIAE D " E— )

[ Pedormacion |

1. To enter the screen shown above, click on the "Power Control" item in the
Remote Control sidebar. The following options are listed:

« Click Reset Server to reset the host server.

* Click Power Off Server - Immediate to power off the remote server im-
mediately.

* Click Power Off Server - Orderly Shutdown to power off and shutdown the
remote server in an orderly fashion.

« Click Power On Server to power on the remote server.
« Click Power Cycle Server to power cycle the remote server.

2. Click Perform Action after choosing an option to commence.
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2.8.3 Launch SOL

This feature allows you to launch the remote console by using SOL (Serial over
LAN). This feature provides serial port connections over LAN to allow the user to

access a host server via console redirection. It also allows a system administrator
to monitor and manage a server from a remote site.

Host Igentication
Server: 172031005.155
u ou

Gormacss

| System

@ N ORetes Dol Engsh 7]

Servereaith

Configuration RemoteContral __ Virtual Media Mantenance Miscellneous

Help.

© Remote Control © SOL Console
© Console Redrection
. e oy e S
@{)umnsm
@ e
1.

To enter the screen shown above, click on the "Launch SOL" item in the
Remote Control sidebar.

To launch SOL, click the Launch SOL button. A wondow will pop up as shown
on the next page.
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e pHostigentication————————— )
@“‘ 2] Jovo SOL Vewerver05.11 ) s EEE

System serverid Baud Rate (bps) 115200 |~ stop r

172318155

1. You can select a baud rate (bps) from the pull-down menu as your SOL trans-
fer rate. The options are listed below. Make sure that the baud rate selected
here matches the baud rate set in the BIOS.

* 9600 bps (bits per second)

19200 bps
+ 38400 bps
+ 57600 bps

+ 115200 bps

2. Once you've selected the baud rate, press Start to start the session. Once
you have started the session, you can input SOL commands through the
command-line interface.

3. You can also press Stop to stop SOL connection.
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2.9 Virtual Media

This feature allows you to upload and share images via the BMC (Baseboard

Management Controller). These images will be emulated to the host server as
USB devices.

G

system

Host Igentication
Server: 172.031.008.155

@ NormaiQRetresh@Looouf English ]

Server Health Configuration

© Virtial Media © Virtual Media

© Floppy Disk

© coromimage ettt

* coRommee

Click the Virtual Media header on the top bar to configure virtual media
settings for your remote console, including floppy disk and CD-ROM image
settings. The following features can be accessed from this page:

Floppy Disk, which allows you to upload floppy images to the BMC

CD-ROM Image, which allows you to upload CD-ROM images to the BMC
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2.9.1 Uploading Floppy Images

This page allows you to upload floppy image files to share to the BMC. The maxi-
mum image size is 1.44 MB.

@;

System.

Host Igentication:
Server: 172.031.008.155
User: DU

@ ormaiQRetresh@Loaouf Englsh |

Server Health Configuration RemoteContrl __ VirtualMedia Mainterance

© vrusitieds © Floppy Image Upload

o=

© CcD-ROM Image.

™ LenB e
VG T roge il be amued b e s 125 US8 device

@ o=

Device 2

Device 3

O =

il N O)
®

1. To enter the screen shown above, click on the "Floppy Disk" item in the
Virtual Media sidebar.

2. Alist of devices will display, which shows the status of up to three flash
devices.

3. Click Refresh Status to refresh the status of the devices.

4. Click Browse and select an image file from your computer to upload to the
BMC.

5.  After you've selected your image file, click Upload to upload your image file to
the server.

6. To unmount the floppy image from the BMC, select Unmount.
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2.9.2 Uploading CD-ROM Images

This page allows you to upload CD-ROM image files to share to the BMC. Here,
you can upload ISO images and configure their settings.The maximum image size
is 4.7 GB.

éwumcn

D

System Senvertieaith Configuration RemoteControl __ VirtalMeda Mantenance Miscellneous Help.

© Vinaitiedn ©lmage on Windows Share

e
© coRoMImage rage wil b amuised e host o USE 6oy e

)

Devee 1

1. To enter the screen shown above, click on the "CD-ROM Image" item in the
Virtual Media sidebar.

2. Alist of devices will display, which shows the status of up to three flash
devices.

3. Click Refresh Status to refresh the status of the devices.
4. Enter the IP address of the share host server.

5. In the Path to image field, enter the path to the CD-ROM image file for shar-
ing.

6. In the User (optional) field, specify the users that have access to the CD-
ROM image files. This item is optional.

7. In the Password (optional) field, enter your user password. This item is op-
tional.
8. To mount an image file, follow the steps below in sequence.
» Click Save.
»  Click Mount.
9. To unmount an image file, follow the steps below in sequence.
*  Click Unmount.

« Click Save.
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2.10 Maintenance

Use this menu to manage the IPMI device, including resetting and updating.

| System Serverealth Configuration RemoteContral __ Vitualeda Matenance Miscelineous Help.

1.  Click the Maintenance header on the top bar. The Maintenance main screen
will display as shown above. The following features can be accessed from
this page:

*  Firmware Update. Click this item to update the remote server's BMC firm-
ware.

*  Unit Reset. Click this item to reboot the BMC (IPMI) controller.
*  KVM Reset. Click this item to reset the IKVM setting.
*  Factory Default. Click this item to restore IPMI to the factory default settings.

* IPMI Configuration. Click this item to save IPMI configuration settings to a
file or to load IPMI configuration settings from a file.

« System Event Log. Click this item to enable or disable the system event log.
* BIOS Update. Click this item to update the BIOS remotely.
*  MCU Update. Click this item to update the MCU remotely.
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2.10.1 Firmware Update

You will be able to update the IPMI firmware from this page.

7 ot e
@' @ omaOReirest@locou{ Engish V]
—

| system Server ealth Configuraton RemoteContral __ Vitual Meda, Hantenance Miscellneous Help.

© Maintenance. © Firmware Update
@) ©rmumreumae
P s B e oo pate e aspeairam s e wepe
© vReset
© Factory Defeutt e
© 1P Corfiguration @

© systemEvent Log

© 5105 upaite

1. To enter the screen shown above, click the "Firmware Update" item in the
Maintenance sidebar.

2. Click Enter Update Mode to enter the update mode. A message will pop up as
shown in the image below.

@ Warning: Once the server is in the firmware update mode, the device will be
reset, and the server will reboot even if you cancel firmware updating.

Host Identiication:
Server: 172.031.008.102
User. _ ADMIN __(Administrator)

@ tomalQRetresn@LogoufEngiish /|

Miscellaneous. Help

Maintenance

Remote Control  Virtual Media

Server Health

Configuration

© Firmware Update

© Firmuare Update:

© unitReset

Message from webpage

© KiRoset

© Factory Defautt

Enter Update Mode

© iPHi Configuration

© system Event Log

© BIOS Update

© Lonc update

3. Click OK to update your IPMI firmware. The Firmware Upload screen will
display as shown below.

4. If you want to cancel the firmware update, click Cancel. Keep in mind that by
this point, the server will already be reset even if you choose to cancel.
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5. Browse your computer for the firmware file you wish to upload. You can also
select a firmware from the pull-down menu to upload.

6. Click Upload Firmware to upload the selected firmware to the host server.

(= © e Ot O

System, Server Health Configuration RemoteContral Vil Meda Hantenance Miscellneous Help.

© Firmware Upload

@

[ vpomarimware ][ Gamce |

®

@ Warning: To properly update your firmware, do not interrupt the process until
the process is completed. Once it is completed, the system will automatically
reboot, and you will need to login to the server again.

7. If you wish to abort at this time, click Cancel. If you cancel, the screen below
will appear. You may need to log in again to continue working with the IPMI.

(=] P ———

| System Serverealt Contiguraton Remote Contrl _ VrtualMeda Mantenance Miscelineous Help.

© Firmware Upload

You wibradiecidio he kg page 1 €03 sconds
Clox s you e rotradhced sty
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2.10.2 Unit Reset

Use this feature to reset the IPMI device.

Host Identicaion
Server: 172031008.155
User. __AOUN___(ssmiistator)

@ NormaiQRetreshPLoaouf Engish V]

Server Heaith Configuraton RemoteControl __ VirtalMeda

© waintenance © Unit Reset

o ot e

© systemEventLog

© 50s Updhte

1. To enter the screen shown above, click on the "Unit Reset" item in the Main-
tenance sidebar.

2. To reset the device, click the Reset button.
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2.10.3 IKVM Reset

This feature allows you to reset IKVM. It will reset the virtual media, IKVM keyboard,
and mouse.

Host Ioerification
Server: 172031.008.155
User:

@ normeiQeresn@logauf Engisn V|

(aaminstator)

| System Server ealth Contguration Remote Control___ Virtal Media, Maintenance Mscelbneous _Help

© Meintenance ©IKVM Reset
© Firmuare Update
S i on e reset buson o eset vl s, KV My bosra & s
© WVMReset

© Factory Defauit Reset

© systemEventLog

© Bi0s Upaite

1. To enter the screen shown above, click on the "IKVM Reset" item in the
Maintenance sidebar.

2. To reset IKVM, click the Reset button.
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2.10.4 Factory Default

This feature allows the user to restore the IPMI to factory default settings.

(=

| system

Host Identication
Server: 172031.008.155.
User _AOUN__(samiistator)

D

Server eaith Configuration Remate Contral

Vitual oda Mantenance

© Mainenance © Factory Default
© Femare Upcate

© uneReset

© KiMReset
© Factory Deautt ]
© o Cantiraton @
© systemventLog

© 50s Upaste

1. To enter the screen shown above, click on the "Factory Default" item in the

Maintenance sidebar.

2. To restore to factory default, click the Restore button.
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2.10.5 IPMI Configuration

This feature allows the user to save the IPMI configuration settings in a file that
can be uploaded later.

Host Igertfication
Server: 172031.008.155
User: /0NN __(Adminstator)

@ NormuiQRetssnPlaca{Engish V]

system. Sever Heait Configuraton Remote Control __ VirtualMedia Maintenance Miscelaneous _ Help

© naintenarce © IPMI Configuration
© Femvare upaate
P M sacton sl yautosavth urert P e o st .

© Reset

i )

A | ==
—10)
© systemEventLog Empp;

© si0s Upcte

1. To enter the screen shown above, click on the "IPMI Configuration" item in
the Maintenance sidebar.

2. Click Save to save the IPMI configuration settings. You may see a window
pop up asking if you want to save save_config.bin. Click Save. The file will

be saved into your computer in your Downloads folder or in a folder of your
choice.

3. To upload an IPMI configuration file that was previously saved, click Browse
and select the file in your computer.

4. Click Reload to reload the new configuration file.
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2.10.6 System Event Log

This feature allows you to enable and view the system event log.

@ NormaiQRetreshPLoaouf Engish V]

Server Heaith Configuraton Remote Contral

© wintenarce © List of System Event Log
© Frmuareupate
® v Seb s stet peSptenSer g
© KumReset
© FactoryDetout
LogTable:0 entries
© 1PM Configuration @ No. Time P Address Description
© systemEreniog
© 5i0s Update

1. To enter the screen shown above, click on the "System Event Log" item in the
Maintenance sidebar.

2. Check the Enable System Event Log box to enable the system event log. A
window will pop up, reading, "The requested configuration has been success-

fully set." Click OK.

3. You will be able to view system events recorded in the log. Click the arrows
next to each header to rearrange the events.

4. To clear the system event log, click Clear.
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2.10.7 BIOS Upload

You will be able to update the BIOS image from this page. You will need to purchase
a license key to continue. Use the Supermicro part number SFT-OOB-LIC.

Host Ioertication
Server: 172031.008.155
User: __/OuN___(Admiistator)

P e

system. Sever Health Contiguration Remote Control __ VirtualMedia Mantenance

©BIOS Upload
T cevice i now ) B0S U moce. Rease ulesd yous BI0Simsgefo ipcsi.
Produdt Keystatis . Notactvated

@ o T

Actwte

1. To enter the screen shown above, click on the "BIOS Update" item in the
Maintenance sidebar.

2. Enter your license key in the fields and click Activate. If the license key has

been accepted, you will be able to upload the BIOS image from your com-
puter.
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2.10.8 LCMC Update

The LCMC (Lite Chassis Management Controller) is used in multi-node systems to
access and manage all nodes singly and remotely rather than having to log in to
access each individual node, as well as provide each node access to other nodes'
statuses. If your system includes the LCMC feature, which is used in multi-node
systems, you will be given the option to update the LCMC firmware from this page.

© Qs Quom EE V]

System Senvertieaith Configuration RemoteContral __ VirtalMeda Maintenance Miscellneous Help.

i © LCMC update
© Firmware Update
© Unit Reset Update fiemw are for LOMC:
© IKVM Reset
Seect Fimure o Ut
© ractoy Dot — @
© IPMI Configuration
© systemevertiog
© BIOS Update
@ © Lo

1. To enter the screen shown above, click on the "LCMC Update" item in the
Maintenance sidebar. Note that your system may or may not have this fea-
ture.

2. Click Browse to select an LCMC file from your computer to upload.

3. Click Update to update the LCMC.
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2.11 Miscellaneous

This feature allows the user to perform various network activities including POST
(Power-On-Self Test) code query and turning on/off UID control.

Host Igentfication
Server: 172.031.008.155
oun

@ WormalQRetresh@Loaoul Engiisn /|

(adminstator )

Server Healt Configuration

© wiscetaneaus © Miscellaneous :

© Post snooping

© SMCRAKP.

© viD Control

1. Click the Miscellaneous header on the top bar. The screen shown above will
apear. You will be able to access the following features from this page:

«  POST Snooping

«  SMC RAKP

* UID Control
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2.11.1 POST Snooping

POST snooping allows you to view the current BIOS POST (Power-On Self-Test)
code.

Host Igentfication
Server: 172.031.008.155
oun

@ WormaiQRetresh@Loaeuf{ English |
(Administator)
Server Health Configuration Remote Control

VirtsaiMeda Maintenance. Miscelancous _ Help

© Post Snooping

e poge dspleys curran BOS post coce

) [

| etresh |

1. To access the screen shown above, click on the "Post Snooping" item in the
Miscellaneous sidebar.

2. The POST code will display on the page.

3.

Click Refresh to query the POST Snooping code for BIOS LPC Port80.

2-97



SUPER® SMT IPMI User's Guide

2.11.2 SMC RAKP

This page allows you the option of enabling or disabling the RAKP (Remote Au-
thenticated Key exchange Protocol). By default, the RAKP is off.

© vomaQpetresh@osou{ Engish V|

System Senver Health Configuration Remote Control _ Virtual Media Maintenance Help

© SMC RAKP

‘Vou can enabildsabie SHC RAKP on this page.

© uncontral

Curtent RAKP status : OFF

1. To enter the screen shown above, click on the "SMC RAKP" item in the Mis-
cellaneous sidebar.

2. To enable the RAKP, click the Enable radio button. Alternatively, click Disable
to disable the RAKP.

3. Click Save to save the new setting.

¥ Note: This will only work for the standard RAKP protocol, which uses
standardized IPMI specifications. If you are using an OEM RAKP proto-
col, you will need to enable RAKP through the SMCIPMITool using the
command oem_rakp.
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2.11.3 UID Control

This feature allows the user to turn on or turn off the UID (Unit Identification) LED.

When you turn on the UID, the blue UID LED at the front of the system or node
chassis will light up.

Host Ioentfication
Server: 172031.008.155
User: ___AOUN___(Adminstator)

@ romoORetcn@Loam{Emisn V]

System. Server Health Contguration Remote Control___ Virtual Media

Maintenance Miscelaneous _Help

i ©UID Control
© Postsnooping
e e

© un convat
CarmntuD st OFF

@ O mumion
® TURN OFF
[ save

P

1. To enter the screen shown above, click on the "UID Control" item in the Mis-
cellaneous sidebar.

2. Click the TURN ON radio button to turn on UID control. Alternatively, click the
TURN OFF radio button to turn off UID control.

3. Click Save to save the new setting.
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Notes
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Chapter 3: Troubleshooting

Chapter 3

Frequently Asked Questions

3.1 Frequently Asked Questions

Q1. How do | flash the IPMI firmware?
Answer:
Method #1

1. Click the <Maintenance> button. Browse the files available and select
the correct file to flash the firmware.

2. Click the <Update Firmware> button to proceed with firmware flashing.

Method #2

*  Youcanflashthe IPMIfirmware using flash tools located at ftp://ftp.supermicro.
com/utility/IPMI FW flash tools/.

* For the latest IPMI Firmware, please refer to http://www.supermicro.com/
support/bios/firmware0/aspx.

Q2. If | am using a firewall for my network connections, which ports should
| open so that | can access my IPMI connection?

Answer: In order to access your IPMI connection behind a firewall, please open
the following ports:

HTTP: 80 (TCP)

HTTPS: 443 (TCP)

IPMI: 623 (UDP)

Remote console: 5900 (TCP)
Virtual media: 623 (TCP)
SMASH: 22 (TCP)

WS-MAN: 8889 (TCP)

Q3. When | update IPMI firmware through web, | got a file download pop-up,
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but the firmware was not updated. Why?

Answer: This may be caused by your antivirus software. Disable your antivirus
software temporarily and update your firmware.

Q4. My system seems to function properly; however, the IPMleventlogindicates
that my voltage and temperatures are beyond the limits. Why?

Answer: This is not a normal condition. Make sure that there is no other device
accessing the I2C bus. If another device accesses the I12C bus frequently, that might
cause a collision with the BMC when more than one device tries to access the I1°C
bus simultaneously. When you see this error, please uninstall Im_sensorsin the Linux.




Appendix A: Flash Tools

Appendix A

Flash Tools

A.1 Overview

This chapter provides instructions on how to use the Aten Flash Tools. The Aten
Flash Tools utility supports firmware updates and firmware dumping.

1. Eirmware Updates
The Aten Flash Tools utility provides a complete solution for firmware updates. The

user can flash the firmware using DOS, Windows, or Linux. In addition, Windows
and Linux allow the user to update the firmware via LAN or KCS.

2. FEirmware Dumping
In addition to firmware updating, Aten Flash Tools also support firmware dump-
ing from the BMC (Baseboard Management Controller). You can use this feature
to back up the firmware by dumping the current version of the firmware to an
archive folder before updating to a new version. It will also allow you to flash
other BMCs in the factory for mass production. Firmware dumping is supported
by DOS, Windows, and Linux.

Section A.3 covers X9 Aten flash tools. Section A.4 covers X10 Aten flash
tools.

A.2 Reference

Aten Flash Tools Utility was built in reference to the |IPMI - Intelligent Platform

Management Interface Specification Second Generation v2.0, Document Revision
1.0, February 12, 2004, by Intel, Hewlett-Packard, NEC, and Dell.

A.3.1 Using X9 Aten Flash Tools in the DOS
Environment

To use the Aten Flash Tools in DOS, follow the steps below:

1. Enter dupdate.exe and press <Enter>.

2. The information about the utility will be displayed. Follow the instructions
given on the screen to configure the settings as shown in Figure 1.
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S
= ATEN Technology, Inc. *

PMI FIRMWARE UPDATE UTILITY *

» BUILD DATE : dJan 06 2010
= USAGE H
* (1)Update FIRMWARE : dUpdate.exe —f filename.bin [OPTIONI

= (Z2)Dump FIRMWARE : dUpdate.exe -d filename

IR R KR RSESENE N KRS AE KR I R R RSN B R KM SRR R MM ISR KM II R KR M SN R KR KIS IR RIS RHI IR
= DPTION *
* -r Preserve Configuration(default is Preserve) *
* n:No Preserve, reset to factory default settings *
* y:Preserve, keep all of the settings *
IR KR IK KK KNI IK KNI KK F I KKK HHIIK K KKK H R KR KKK KR HK I KR HHH IR KKK HXRHREHK

Figure 1: IPMI Firmware Updates Utility in DOS - Main Screen
The main screen of the IPMI Update Utility for DOS (above) displays the version and
the built date of the utility currently used in the system. The DOS version of the Flash
Tools utility allows the user to update or dump the firmware via the KCS channels.

Firmware Updating via KCS Channels

To update your firmware via KCS, type <dUpdate.exe —f [filename.bin] —r y>. After
entering this command, a screen will display as shown in Figure 2.

1. —f: Type -f to enter the file name of the firmware that you want to update.

2. -r: Type -r to preserve the configuration settings you've chosen. This feature
is optional.

3. y/n: Type y to keep all settings after the firmware is updated; otherwise, type
n to reset all settings to factory default.

Figure 2: Examples of Firmware Updates with or without the "Preserved”
Command

After you've entered the commands above, Aten Flash Tools will start to update the
firmware. There are two phases in firmware updating.

1. Phase 1 is to transfer the FW image file to the BMC. In this phase, Flash
Tools will transfer three parts to the BMC as shown in Figures 3, 4, and 5.

If the FW update fails,PLEASE TRY AGAIN
update part 9, the size is Ox6f0O00Q2 bytes

Transfer data ................ 164K bytes

Figure 3: Transferring (Part 0)

If the FW update fails,PLEASE TRY AGAIN
update part 1, the size is 0x110000 bytes

Transfer data 61K bytes b
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If the FW update fails,PLEASE TRY AGAIN
update part 2, the size is 0x240000 bytes

Transfer data B8ZK bytes 4

Figure 5: Transferring (Part 2)

Phase 2 is to flash the new firmware. The progress of the firmware update
will be displayed as shown in Figure 6. The BMC will reboot after the firm-
ware is completely updated. Please wait for the BMC to complete system
reboot (Figure 7).

If the FW update fails,PLEASE TRY AGAIN
update part 2, the size is Ox240000 bytes
Transfer data . .2304K bytes 100x

Programming Flash
Please wait....If the FW update fails. PLEASE WAIT 5 MINS AND REMOVE THE AC...
Update progress:2 »

Figure 6: Progress of Firmware Update

If the FW update fails,PLEASE TRY AGAIN
update part 2, the size is ©x240000 bytes
Transfer data 2304K bytes 100

Programming Flash

Please wait....If the FW update fails. PLEASE WAIT 5 MINS AND REMOUVE THE AC...
Update progress:100 #«

Update Complete,Please wait for BMC reboot, about 1 min

Figure 7: Updates Completed

Dumping Firmware from the BMC via KCS channels

The user can dump the firmware by typing dupdate.exe —d [filename]. The utiltity will
dump the firmware into the file that the user has assigned in the previous command.
In the example given in Figure 8, the utility will dump the firmware to dump_img.

C:NGET>dupdate.exe —-d dump_img_

Figure 8: Example of Firmware Dumping via KCS

There are two phases in firmware dumping.

1.

During Phase 1, the utility is waiting for the BMC to prepare the firmware for
dumping. As soon as preparation is complete, the utility will enter Phase 2.

In Phase 2, the utility gets the firmware from the BMC. The user can see the
progress on the screen as shown in Figure 10.

S
= ATEN Technology, Inc. =
5653655365 565 3 B S B 6B 6 6566 B SR M
* FUNCTION  : IPMI FIRMWARE UPDATE UTILITY

= UERSION 1.15

= BUILD DATE Jan 06 20180

= USAGE 8

x

(1)Update FIRMWARE : dUpdate.exe —f filename.bin [DPTION]
(2)Dump FIRMWARE : dUpdate.exe -d filename

B T
* ODPTION =
* -r Preserve Configuration(default is Preserve) b
* n:No Preserve, reset to factory default settings *
* y:Preserve, keep all of the settings *
T

Phasel:Wait for BMC

Figure 9: Phase 1, Flash Tools Waiting for the BMC to Prepare Data
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= ATEN Technology, Imc. B
OSSN ——

IFMI FIRMWARE UFDATE UTILITY

1.15
Jan 06 2010

(1)Update FIRMWARE : dUpdate.exe —f filename.bin [OPTIONI
(2)Dump FIRMWARE : dUpdate.exe -d filename
R R R RR IR IR IR RSB IR RIS IR IR IR AR
= OPTION B
= -r Preserve Configuration(default is Preserve) x
niNo Preserve, reset to factory default settings x
= yiPreserve, keep all of the settings x
R R B R R R IR B 0B B R B KB BRI KRR R R B R R

Phasel:Wait for BMC......... 100
PhaseZ2:Receive the flash data. .137K bytes

igure H ase ¢4, rlas ools Dumping the Firmware

A.3.2 Windows/Linux Version of X9 Flash Tools

In addition to DOS, Aten's Flash Tools utility supports the Windows and Linux
platforms.

The Windows/Linux version of the Flash Tools utility provides the same features
supported by the DOS version. In addition, it also allows the user to update the
firmware via LAN connections.

The main screen of the Windows/Linux version displays information about the firm-
ware and the instructions on how to use the utility as shown in Figure 11.

*

* ATEN Technology. Inc.

FUNCTION :  IPMI FIRMWARE UPDATE UTILITY

UERSION i 1.15

BUILD DATE : Jan 8 2818

USAGE
¢1>Update FIRMWARE : wlpdate.exe —f filename.hin [OPTION]
<2>Dump FIRMWARE : wlpdate.exe —d filename

=
=
=
=
=
=

¥ X Ok X ¥ x

= OPTION

e —i the IPMI channel. currently. kcs and lan are supported
* LAN channel specific arguments

e —h remote BMC addm and RMCP+ port,. <(default port is 623>
* —u [PMI user name

e -p IPHMI p word correlated to [PMI

* -1 Preser Gonfiguration (default

e n:No Preserve, reset to factory defau settings

= v keep all of the setting:

¥ Xk X K X ¥ X ¥

EXAMPLE
we like to upgrade firmware through KCS channel
ullpdate.exe —f fw.bin —-i kes —r y

e
-

e

-

* we like to upgrade firmvare through LAN channel with
o 10.11.12.13 port 623

e

-

e

-

X Kk X ¥ X ¥ x ¥ X ¥

wlpdate.exe —f fw.bin —i lan —h 18.11.12.13 623 -u alice —p secret —r y

Figure 11 Main Screen of Flash Tools (in the Windows/Linux Version)

In the Windows/Linux version of the Flash Tools utility, there are seven parameters:
1. —f: Type -f to enter the filename of the firmware that you want to update.

2. -i: -i indicates the IPMI channel. Currently, KCS and LAN connections are

supported. If a LAN connection is used. the user needs to enter the following
five parameters.
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3. —h: Type -h to enter the addresses of the remote BMC and the RMCP+ port.
The default port is 623.

4. —u: Type -u to enter the IPMI username.
5. —p: Type -p to enter the password for the IPMI user.

6. -r: Type -r to preserve the configuration settings you've entered. This feature
is optional. (default: preserve configuration)

7. -y: Type -y for the BMC to keep all settings after updating the firmware; other-
wise, the BMC will reset the settings to factory default.

To connect the IPMI via KCS, type wUpdate.exe/IlUpdate —f [filename.bin] —I kcs —r
y as shown in Figure 12.

D:s>wllpdate.exe —f HERMONEUB_all.hin -i kes —» w

O:~>ullpdate .exe —F HERMOMEUB_all_hin -i kcs

Figure 12: Example of KCS FW Updates with/without Preserving Configuration

D: “Dullpdate.exe —f HERMONEUB_all.bin —i lan 192.168.46.65 —u alice —p secret

[D: “>wlpdate.exe —f HERMONEUB_all.hin —i lan —h 192.168.46.65 623 —u alice —p secret —» y

Figure 13: Example of LAN_FW_Updates with/without Preserving Configuration
and RMCP+ Port

To connect the IPMI via LAN, type wUpdate.exe -f [filename.bin] -i lan -h
192.168.46.65 623 -u alice -p secret -r y as shown in Figure 13.

For other settings, please refer to their counterparts in the DOS version for con-
figuration instructions.

A.4 Using X10 Aten Flash Tools

This section provides instructions on how to use the X10 Aten flash tools in the
DOS, Windows, and Linux environments. Except where noted, these instructions
may apply to all three.

1. Enter one of the following utilities and press <Enter>. (From here on out,
we will refer to A[x]Update.exe. Replace that name with the name of the
appropriate utility.)

. AlUpdate.exe for Linux
. AdUpdate.exe for DOS
. AwUpdate.exe for Windows

2. The information about the utility will be displayed, as shown in Figure 1. Fol-

low the instructions given on the screen to configure the settings.
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ATEN Technology. Inc.

FUNCTION :  IPMI FIRMUWARE UPDATE UTILITY
UERSION H .
BUILD DATE : Jul 26 2013

USAGE :
(1)Update FIRHURRE : Aullpdate.exe —f filename.hin [OPTIONI]
€(2>Dump FIRMUARI Aullpdate.exe —d filename
{3)Restore CONFIG Update.exe —c —f filename.bhin
(4)Backup CONFIG : Awlpdate.exe —c¢ —d filename.hin

*

IEEEERE N

OPTION
—i the IPMI channel., currently. lan supported only
LAN channel specific arguments
B ress and RMCP+ port,. (default port is 623>

sord correlated to IPMI user name
3 P)e..e)ue Conf iguration (default is Preserve)
rue, reset to factory default settings
keep all of the

IEEEEREREREERN]

—f [restore.bhinl]l Restore Canlglllatan_»
—d Thackup.hinl Backup configurations

EXAMPLE
re through LAN channel with
.13 port 623

Aullpdate.exe —f fw.bin —i lan -h 18.11.12.13 623 -u usr pud -y
Aullpdate.exe —d fwdump.bin —-i lan —h 16.11.12.13 623 -u usr -p pud -r y

we like to re tme/hackup IPMI cunflg through LAN channel with
BMC IP addr 2.13 port 623

Pr 1ue Cunflgmatmn
ﬁullpdate exe —¢ —f fu.bin —i lan -h 18.11.12.13 623 —u usr -p pud
Aullpdate.exe —c —d fudump.bin —i lan -h 18.11.12.13 623 —u usr -p pud

IEREEREREREEREEREERE]

INEMT_R1B_169windows >

Figure 1: X10 IPMI Firmware Update Utility

Firmware Updating via KCS Channels

To update your firmware via KCS, type A[x]Update.exe —f [filename.bin] —r y. After
entering this command, a screen will display as shown in Figure 2. Make sure that
the binary file and the update utility are in the same folder.

1. —f: Type -f to enter the file name of the firmware that you want to update.

2. -r: Type -r to preserve the configuration settings you've chosen. This feature
is optional.

3. y/n: Type y for the BMC to keep all settings after the firmware is updated;
otherwise, type n to reset all settings to factory default.

After you've entered the commands above, Aten Flash Tools will start to update the
firmware. There are two phases in firmware updating.

Figure 2: Examples of Firmware Updates with/without the Command to
Preserve

1. Phase 1 is to transfer the FW image file to the BMC. In this phase, Flash
Tools will transfer three parts to the BMC as shown in Figures 3, 4, and 5.
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If the FW update fails,PLEASE TRY AGAIN

update part @, the size is Ox6fO0OQ bytes

Figure 3: Transferring (Part 0)

If the FW wupdate fails,PLEASE TRY AGAIN

update part 1, the size is Ox110000 bytes

Transfer data ... b1K bytes b

1
Figure 4: Transferring (Part 1)

If the FW update fails,PLEASE TRY AGAIN
update part 2, the size is OxZ240000 bytes

Figure 5: Transferring (Part 2)

1. Phase 2 is to flash the new firmware. The progress of the firmware update
will be displayed as shown in Figure 6. The BMC will reboot after the firm-
ware is completely updated. Please wait for the BMC to complete system
reboot (Figure 7).

If the FW update fails,PLEASE TRY AGAIN

update part 2, the size is Ox240000 bytes

Transfer data 2304K bytes 1007
Programming Flash

Please wait....If the FW update fails. PLEASE WAIT 5 MINS AND REMOUE THE AC...
Update progress:Z2 x

Figure 6: Progress of Firmware Update

If the FW update fails,PLEASE TRY AGAIN
update part 2, the size is Ox240000 bytes
Transfer data Z304K bytes 100

Programming Flash

Please wait....If the FW update fails. PLEASE WAIT 5 MINS AND REMOVE THE AC. ..
Update progress:160 »

Update Complete,Please wait for BMC reboot, about 1 min

Figure 7: Updates Completed

Dumping Firmware from the BMC via KCS channels

The user can dump the firmware by typing A/xJupdate.exe —d [filename]. Flash
Tools will dump the firmware into the file that the user has assigned in the previous
command. In the example given in Figure 8, Flash Tools will dump the firmware
to dump_img.

IC:~8MT_H18_169“windows *Avllpdate .exe —d dump_img

Figure 8: Example of Firmware Dumping via KCS
There are two phases in firmware dumping.
1. During Phase 1, the Flash Tools utility is waiting for the BMC to prepare the
firmware for dumping. As soon as preparation is complete, the Flash Tools utility
will enter Phase 2.

2. In Phase 2, the Flash Tools utility gets the firmware from the BMC. The user
can see the progress on the screen.
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Manage Configuration

To manage the configuration, type -c.
1. -d: Type -d to back up a configuration into a binary file.

2. -f: Type -f to restore a configuration from a saved binary file.

Updating the Firmware via LAN (Windows/Linux Only)
The Windows/Linux versions of the Aten flash tools utility also allows the user to
update the firmware via LAN.
In the Windows/Linux version of the Flash Tools utility, there are seven parameters:
1. —f: Type -f to enter the filename of the firmware that you want to update.

2. —i: -i indicates the IPMI channel. Currently, KCS and LAN connections are
supported. If a LAN connection is used. the user needs to enter the following
five parameters.

3. —h: Type -h to enter the addresses of the remote BMC and the RMCP+ port.
The default port is 623.

4. —u: Type -u to enter the IPMI username.
5. —p: Type -p to enter the password for the IPMI user.

6. -r: Type -r to preserve the configuration settings you've entered. This feature
is optional. (default: preserve configuration)

7. yIn: Type y for the BMC to keep all settings after updating the firmware;
otherwise, type n to reset the settings to factory default.

To connect the IPMI via KCS, type Afx]Update.exe —f [filename.bin] —I kcs —r y as
shown in Figure 9.

To connect the IPMI via LAN, type A[x]Update.exe -f [filename.bin] -i lan -h
192.168.46.65 623 -u alice -p secret -r y as shown in Figure 10.

C:NSMT_X18_16%windous *Aullpdate .exe —f SMT_X1@A_16%.bhin —i kecs

C:“SMT_X18_169 windows *Aullpdate _exe —f SHT_H1B_169_bin -i kes -» y

Figure 9: Example of KCS FW Updates with/without Preserving Configuration

C:NSMT_K1B_16%9“windows >Avllpdate.exe —f SMT_H18_16%.bin —i lan —h 192.168.46.65.6
23 —u alice —p zecret

C-“\SMT_X1i8 169\u1ndou“)ﬁuUpdate exe —f SMT_X1@_169.hin —i lan -h 192.168.46.65.6
23 —u alice -p secret —r

Figure 10: Example of LAN_FW_Updates with/without Preserving Configuration
and RMCP+ Port
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Appendix B: Using SMASH

B.1

Appendix B

Introduction to SMASH

Overview

The SMASH (System Management Architecture for Server Hardware) platform,
developed by Distributed Management Task Force, Inc. (DMTF), delivers a host of
architecture-based, industry-standard protocols that allows IT professionals to sim-
plify the task of managing multiple network systems in a data center. SMASH offers
a simple, intuitive solution to manage heterogeneous servers in a web environment
regardless of their differences in hardware, software, OS, or network configuration.
SMASH provides the end-user and the ISV community with interoperable manage-
ment technology for multi-vendor server platforms.

How SMASH works

SMASH simplifies typical SMASH scripts by reducing commands to simple verbs.
Although designed to manage multi-servers as a whole, SMASH can address
individual components in a specific machine by using the SSH command-line
protocol. Even when multiple processors, add-on cards, logical devices, and
cooling systems are installed in a server, SMASH can be directed at a particular
component in the server. A manager can use a text console to access, monitor,
and manage all servers that are connected to the same SSL connection. SMASH
can be programmed to periodically check all sensors in all machines or monitor
a particular component in a specific server at any time. By adjusting the scope
of tasks and the schedules of monitoring, SMASH allows the IT professionals
to effectively manage multi-system clusters, minimize power consumption, and
achieve system management efficiency.

1.
Command: 2. Transport

Protocol
->show &— >

4. 3.
Command Output: 4—
cpu0 Transport
disk1 Protocol
m sensor1
-

Figure 1 SMASH-CLP User Interface
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SMASH Compliance Information

SMASH documented in this user's guide is developed in reference to and in
compliance with the SMASH Initiative Standards based on the following DMTF
documents.

B.2

System Management Architecture for Server Hardware (SMASH) Command
Line Protocol (CLP) Architecture White Paper (DSP 2001)

SM CLP Specification (DSP 0214)

SM ME Addressing Specifications (DSP 0215)

SM SLP to CIM Common Mapping Specification (DSP 0216)

Common Information Model (CIM) Infrastructure Specification (DSP0004)
The Secure Shell (SSH) Protocol Architecture (RFC4251)

The Secure Shell (SSH) Connection Protocol (RFC4254)

An Important Note to the User

The information included in this user's guide provides a general guideline on how
to use the SMASH protocol for your system management. Instructions given in
this document may or may not be applicable to your system; it depends on the
configuration of the system or the environment it operates in.
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B.3 Using SMASH

This section provides a general guideline on how to use SMASH for your system
management in a web-based environment. Refer to the SMASH script provided
below to curtail a server management protocol for your systems.

4 Note: The instructions listed below are applicable to both Windows and
Linux systems. We use the Windows platform as our default setting.

B.4 Initiating the SMASH Protocol

There are two ways of initiating the SMASH protocol.

To Initiate SMASH Automatically

You can initiate SMASH automatically by connecting the BMC (Baseboard Manage-
ment Controller) via the Secure Shell protocol (SSH) from a client machine.

To connect from a Linux machine
1. Use ssh<BMC ip address>.

2. Enter the password.

To connect from other machines

1. Use a terminal emulator application such as Putty.

2. Enter the BMC IP address in the terminal emulator application.

3. Choose ssh as the connection type

4. Enter the password at the prompt.

5. At the prompt #, enter <SMASH> to invoke the SMASH prompt —>

6. If you have successfully logged in, the SMASH prompt will display.
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B.5 SMASH-CLP Main Screen

After you've successfully logged into the SSL network, the SMASH Command Line
Protocol main screen will display as shown below.

#172.31.1.73 - PuTTY - @E

Figure 2 SMASH-CLP Main Screen

B.6 Using SMASH for System Management

After you've familiarized yourself with the SMASH commands, you should be able
to use these commands to manage your system. To properly manage your network
system, be sure to follow the instructions below.

¥ Note:

Make sure that the format of all your commands are compliant with the
DMTF specification, which is <Verb> [<option>] [<target>] [<properties>],
where:

® A Verb means a command.

® An Option works according to the definition of a command given in Section
7: Definitions of Command Verbs.

® A Target is a managed device which is also referred to in the diagram of
Target Addressing as shown in Figure 2.1.

® Properties are the specific attributes that you want to assign to a target
machine or to get from a target machine.
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£ 172.31.0.73 -PuTTY @@

Figure 3 Using SMASH for System Management
B.7 Definitions of Command Verbs

Based on the DSP specifications, each target supports its own set of verbs. These
verbs allow the user to issue commands to a target system to perform certain tasks.
For example, the verbs supported by the admin target group include cd, help, load,
dump, create, delete, exit, version, show, etc.

® cd

The command verb cd is used to navigate to a specific target address using the
SSL protocol. For example, issuing the command cd/admin1 will direct you to the
target admin (AdminDomain).

® show

The command verb show is used to display the properties and contents of a target,
a group of targets, or a subgroup of the target(s). Properties, contents, supported
operations related to the target, the group of targets, or their sub-targets will be
displayed.

® exit

The command verb exit is used when you want to exit from a SMASH session or
close a session.

® help

The command verb help is used when you want to get helpful hints or information
on a context-specific item. This command has the same function as the help option
listed for the target group.

® Version

Use the command verb version to display the CLP version used in a specific
machine.
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® set

Use the command verb set to assign a set of values to the properties of a target
machine.

® start

The command verb start is used to turn on the power control, start a process, or
change an operating state from a lower level to a higher level in a system.

® stop

The command verb stop is used to turn off the power, stop a process, or change
an operating state from a higher level to a lower level.

® reset

The command verb reset is used to enable or disable the power control of the
machine processes.

® delete

The command verb delete is used to delete an entry or a value previously entered.
It can only be used in a specific target as defined according to the SAMSHCLP
Standards.

® Joad

The command verb load is used to move a binary image file from a URI source
to the MAP. This command will achieve different results depending on the setting
of a target system and how the verb load is defined in the DSP specification used
in the system.

® dump

The command verb dump is used to move a binary image file from the MAP to a
URI source. This command will achieve different results depending on the setting
of a target system and how the verb dump is defined in the DSP specification
implemented in the system.

® create

The command verb create is used to create a new address entry or a new item in
the MAP. It can only be used in a specific target as defined in the SMASH profile
or in the MAP specifications.
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B.8 SMASH Commands

The following table provides the definitions and the descriptions of SMASH com-

mands. The most useful commands are show and help, which provide the user

with useful information on how to navigate through the SSL network connection.

Option Short
Name Form Definition Notes
-all -a Instructs a command verb to perform None
all tasks possible
-destination <UR/> None Indicates the final location of an image | URI or SM instance
or selected data address
-display -d Selects data that the user wishes to This can generate mul-
display tiple query results
-examine -X Instructs the Command Processor None
to examine a command for syntax or
semantic errors without executing it
-force -f Instructs the verb to ignore any None
warnings triggered by default and to
go ahead and execute the command
instead
-help -h Displays all information and documen- | None
tation regarding the command verb
-keep <ml[.s] -k Sets a time period to hold and keep The amount of time set to
the Job ID and the status of a com- hold a command Job ID
mand or its status can differ.
-level <n> - Instructs the Command Processor to Levels should be
execute the command for the current expressed in a natural
target and for all target machines number or "all"
within the level specified by the user
-Output <args> -0 Controls the format and the content of | Many variables or factors
a command output. This only supports | can affect the outcome of
"format=clpxml" and "format=keyword" | format, language, level of
detail of the output
-Source <URI> None Indicates the location of a source URI or SM Instance
image or target Address
-Version -V Displays the version of the command None
verb
-Wait -w Instructs the Command Processor None

to hold the command response or
query result until all spawned jobs are
completed.

Table 1 SMASH Commands
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B.9 Standard Command Options

The following table lists the standard command options.

CLP CLP Verbs
Option
2 2 =3 - o L] ° - 2 t o g
8 88 5 % =8 8/ % 2% 3¢
S| 8| © o = | =2 = ] [z ] g
all X
destination X
display X
examine X X X X X X X X X X X X
force X X X X X X X
help X X X X X X X X X X X X
keep
level X
Output X X X X X X X X X X X X
Source X
Version X X X X X X X X X X X
Wait

Table 2 Standard Command Options
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B.10 Target Addressing

To simplify the process of SMASH command execution, a file system called Target

Addressing was created as shown in the diagram below.

pwrmgtsvc1 ‘ ‘ logs1 ‘ ‘ sensors1 ‘
log1
{ record001 ‘ { sensor001 ‘
4 record002 ‘ { sensor002 ‘
# recordxxx ‘ # SENSOrXxx ‘

Figure 4 Target Addressing Diagram

Terms Used in the Target Addressing Diagram

This section provides the descriptions of the terms used in the Target Addressing
Diagram above.

"/" indicates the root of the system.

"/system1” includes all major Targets.

"/system1/logs1/log1" includes all sensor event logs.
"/system1/sensors1” contains the readings and information of all sensors.
"/system1/pwrmgtsvc1"” is used for chassis control.

"show../logs1" allows you to issue SMASH commands for the system to per-
form the tasks of your choice. For example:

® |ssuing the command "show/system1/logs1" while you are in "show../
logs1” will allow you to set the Absolute or Relative target path.
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Appendix C

RADIUS Setup Guidelines

This chapter provides the RADIUS setup guidelines for IPMI firmware.
1. Start VM with RHEL4.7.VMX and boot into the OS.

d Hat Enterprise Linux

2. Check the IP address of the RADIUS server.

[rootdserver postfix]4 ifconfig

athd Link encap:Ethernet HWaddr 00:0C:209:D6:5E:27
|inet addr:192.168.10.154| Bcast:192.168.10.255 Mask:255.255,255.0
inetb addr: feB0::20c:29ff:fed6:5e27/64 Scope:Llink
UP HROATCAST RUNNING MULTICAST MIU:1500 Mettic:1
BYX packets:61045 errors:{ dropped:0 overruns:0 frame:0
T packets:170B errors:0 dropped:0 overruns:0 carrler:0
callisions:0 txqueuelen: 1000
BX bytes:5506083 (5.3 WiH) TX bytes:1518B03 (148.2 KiB)
Interrupt:183 Hase address:(x2024

1o Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inetf addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING  WTU:16436 Metric:l
BX packets:2556 errors:0 dropped:0 overruns:0 frame:0
TX packets:2556 errors:0 dropped:0 overtuns:0 carrier:0
collisions:0 txqueuelen:{
BX bytes:3202416 (3.0 MiH) TX bytes:3202416 (3.0 MiB)

[root@server postfix]d

3.  Configure User information.

# vi letc/raddb/users

# For ATEN "IFML Web IKVM"
super  Auth-Type := local, User-Fassword == "super"
endor-Specific = "H=4, I1=4",

randy Auth-Type := local, User-Password == "randy"”
Vendor-Specific = "H=4, I=4",

tester Auth-Type := Local, User-Password == "tester"
Vendor-Specific = "H=3, I=3"
® H=4, | =4 - Administrator (Super)

® H=3, | =3 - Operator (Randy)

® H=2, | =2 - User (Tester)

® H=1,1=1-> No Access
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4. Configure Client information.

# vi /etc/raddb/client.conf

# For "ATEN Web IEVMW"
client 192.168.0.0/16 {
[secret micro_
shortnams = BMC

}

I

5.  Configure Port information.

# vi /etc/raddb/radiusd.conf

-: Allows you to bind FreeRADIUS to a specific -

The default [ that most NAS boxes use is 1645, which is historical.
RFC 2138 defines 1812 to be the new . Many new servers and

HAS boxes use 1812, which can c¢reate intercperabllity problems.

The - is defined here to be 0 so0 that the server will pick up

the machine's local configuration for the radius . as defined

in fetefservices,

If you want to use the default RADIUS - as defined on your server,
[usually through 'grep radius fetc/services') set this to 0 (zero).

A - given en the command-line via '-p' over-rides this one.

As of 1.0, you can alse use the "listen" directive. See below for
nere information.

46 4 #F db 3 dE db SF 3k A0 dE dF b A de 40 d

:

6. Start RADIUS service.

[root8server postfix]#

[root@server postfix]#

[root@server postfix]# service radiusd start

Starting RADIUS serwer: [ OK
[root@server postfixld ]

7. Enable RADIUS in the IPMI web page.

& RADIUS Settings

Ched the box Dalow 10 anable RADIUS and enter the ra guirad infarmation

¥ Enable RANUS

Port 1812
IP Address 192 166.10.154
Sacret LTIy
Save
micro
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8.

Log out ADMIN, and log in using a RADIUS account.

Please Login
Pleage Login
Username randy randy
Paseword ssses randy
[ lngin
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(Disclaimer Continued)

The products sold by Supermicro are not intended for and will not be used in life support systems, medical equipment, nuclear facilities or systems, aircraft, aircraft devices,
aircraft/emergency communication devices or other critical systems whose failure to perform be reasonably expected to result in significant injury or loss of life or catastrophic
property damage. Accordingly, Supermicro disclaims any and all liability, and should buyer use or sell such products for use in such ultra-hazardous applications, it does so
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